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MONITORING OF CYBER RISKS IN THE
FINANCIAL SECTOR OF THE ECONOMY

ABSTRACT

The financial sector of the economy is an attractive target for cyber-attacks because it
plays an important role in intermediating the movement of funds. The article is devoted
to monitoring cyber risks that may affect the functioning of electronic services. It is
established that in the practical sphere, cyber-attacks are growing exponentially every
year, but in the scientific sphere, considerable attention is paid to the identified issues,
namely, cyber risks. In today's market environment, the communication architecture is
based on the fact that financial institutions are critical to global commercial activities,
as well as operations at the local, national and international levels of economic activity.
The key objective of the study was to identify, classify and monitor cyber risks caused
by both internal and external cyber threats in the financial sector.

The study found that cyber risks for the financial sector mainly relate to the leakage of
customer data or certain corporate information, financial losses, forced interruptions in
the operation of electronic services, and ultimately the loss of reputational capital and
mutual trust. During the bibliometric analysis, the author identified scientific papers that
characterise the essence, systematise methodological tools, study classifications of
cyber risks in the context of financial activities, and identify opportunities to overcome
them in order to ensure cyber resilience. An original matrix of the relationship between
the identified scientific clusters and cyber risks in the financial sector is proposed, which
will allow us to focus on the development of promising solutions to overcome them.

Financial sector institutions are in constant need of developing recommendations for
protection against the negative impact of cyber risks, as they still use outdated
electronic systems that are not resistant to the threats of possible cyber attacks. The
conclusions confirm the relevance and importance of dealing with cyber risks in the
financial sector to ensure stability and increase confidence in electronic services.

Keywords: risk, management, bibliometric analysis, cybersecurity, cyber fraud, cyber
criminals, clusters, communication infrastructure, digital technologies

JEL Classification: D83, G30, G32

INTRODUCTION

At the current stage of development, globalization processes have contributed to the
rapid entry of digital reality into human life. Mobile devices, social networks, navigation
systems, payment resources and search engines, and cloud computing capabilities are
massively and constantly enabled, confirming the fact that digital transformation is a
key trend in civil society. That is why cybersecurity has long ceased to be a problem
exclusively for information technology professionals (Von and Niekerk, 2013; Mishna et
al., 2012; Knowles et al., 2015). Cybersecurity incidents in the financial environment
usually affect the activities of top management, but consumers have long been aware
of the consequences of cyber threats. Reports of information security threats are
increasingly becoming commonplace and need to be addressed effectively.

More than a third of incidents in the financial sector are related to the exploitation and
management of vulnerabilities. They are used by hackers at all stages of cyberattack
development, during attempts to hack into the victim's web resources, applications and
services, during horizontal network penetration, during attempts to compromise
financial systems within the communication infrastructure, and form cyber risks.
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Therefore, regular patch management and a well-established vulnerability management process remain the basis for
building a secure communications infrastructure. In addition, more and more incidents and cyber risks occur due to
unauthorized access to systems and services. In the context of the banking sector, this includes, for example, components
of the automated banking system and remote banking services, as well as internal document management systems and
key databases. Risk management professionals are at a critical juncture. Today, businesses are rapidly adopting digital
technologies in an environment where the amount of data is constantly increasing, the level of automation is rising,
cyberattacks are becoming more sophisticated, and customer expectations are constantly growing and changing (Abawajy,
2014). While many technological risks have long been known, the danger of vulnerability has increased as the adoption of
digital technologies increases risks not related to technology per se. Given the expanded range of new threats, the study
of cyber risks and the development of the main trends to overcome them in the financial sector of centralized and
decentralized governance is becoming increasingly important.

LITERATURE REVIEW

In the literature review, we will consider in more detail the studies that are to some extent related to cyber risks in the
financial sector and the business environment. For example, Eling et al. (2021) emphasize that the study of cybersecurity
includes both technical and economic or managerial aspects. The key conclusions are that cyber risks are not included in
the main risks of enterprises, and to overcome them, it is necessary to ensure the cyber resilience of the enterprise. In
turn, Rahman et al. (2024) propose an updated IT infrastructure based on artificial intelligence, supported by blockchain
technology and designed to optimize risk management processes in the organizational environment. Implementation of
such a system is a significant solution for improving organizational cybersecurity. However, the authors do not identify the
disadvantages and risks that may be provoked by the use of such technologies.

Rampasek et al. (2025) examines the impact of the cybersecurity strategy declared by the European Commission. The
authors prove that artificial intelligence technology, products, and services should be cyber secure through a high level of
standardisation. The development and adoption of technical standards will help to formulate criteria for assessing the
conformity of modern information technologies. We share the authors' opinion on the importance of special standardisation
of artificial intelligence and further certification of digital products and services designed to ensure cyber resilience in
Europe.

On the other hand, Panetta and Leo (2024) are convinced that digitalisation in the financial sector is under the overarching
threat of systemic cyber risks. Such risks are a potential opportunity for cyberattacks to cause large-scale disruptions in
the financial system. That is why, according to the authors, ongoing network analysis and study of cyber threats can be a
valuable tool for avoiding vulnerabilities in financial systems. Rees et al. (2011) found that it is possible to reduce asset
losses from cyberattacks by implementing security countermeasures that help protect privacy. The drawback of the
presented studies is the lack of methods that allow identifying and assessing cyber risks. Such approaches will help to save
resources and timely anticipate the emergence of cyber risks in the economic financial sector, where a large humber of
customers are active participants.

An interesting paper is Birindelli and Iannuzzi (2024), where the authors analyse cyber risk with particular reference to the
banking and financial sector using scientific approaches and practical solutions. Cremer et al. (2022) also analyses the
existing academic and industry literature on cybersecurity and cyber risk management. The study yielded unique results
from a dataset of 5219 peer-reviewed cyber studies. According to the authors, the lack of available data on cyber risk
poses a serious challenge for stakeholders seeking to address this issue. The resulting assessment and categorisation of
data will help cybersecurity researchers and the insurance industry to understand, measure and manage cyber risks. That
is why it is important to continue research using a bibliometric review to identify papers that focus on cyber risks in the
financial sector.

In turn, Whitty (2019) developed a theoretical framework for predicting susceptibility to becoming a victim of cyber fraud,
and such victims may be employees and customers of the financial sector of the economy. The originality of the paper lies
in the fact that it uniquely combines psychological, socio-demographic and online behaviours to develop a comprehensive
theoretical framework and predict susceptibility to cyber fraud. It is important that this paper describes methods of
protecting users of government websites from fraud.

The opinion of Petratos (2021) is interesting, as he emphasises that information is a new cyber risk because it includes
disinformation and fake news. The article suggests ways to overcome misleading information and cyber risks for business
executives and leaders in various sectors of the economy.
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Bozkus and Caliyurt (2018) analyse approaches to cybersecurity to identify key issues and weaknesses from an internal
audit and risk management perspective. The digitalisation of business is gaining popularity, and digital data-creating IT
ecosystems is a potential area of interest for attackers. The authors are convinced that cyber risks cannot be avoided, but
they need to be managed through cyber control.

The purpose of Aleem and Ryan (2012) is to critically examine the vulnerability of a cloud platform that affects business
processes. The interviewed respondents recognised data loss and leakage as the main threat to cloud computing. The
authors do not focus on this, but we believe that it is important when storing financial documents in the cloud space, as
there are significant risks of unauthorised access to them.

Shackelford (2012) points out that businesses are increasingly turning to cyber risk insurance to better manage cyber
threats and any legal liability associated with data breaches. The author argues that it is necessary to take a proactive
approach to managing cyber attacks.

Mahmud and Haq (2021) conducted a bibliometric review of the 100 most cited articles from the Web of Science database
on information security in a business context. It was found that the most frequently cited articles were published between
1990-2018 and received 3375 citations. Cybersecurity policy is recognised as the most researched topic, with the majority
of articles published in quartile (Q1) journals. This study identifies trends and patterns in research publications on
information security in the business and financial sectors of the economy. In turn, Bolbot et al. (2022) conducted a
systematic literature review and bibliometric analysis of the development of research in the field of maritime cybersecurity.
This indicates the relevance of conducting bibliometric research in various areas of economic activity. The literature review
identified studies that conducted bibliometric analysis with regard to cyber risks (Radanliev and De, 2021; Altarturi et al.,
2020) but none related to the financial sector. Thus, a bibliometric review of cyber risks in the financial sector should focus
on finding synergies between IT innovations, entrepreneurship, and financial mechanisms to overcome the risks that may
result from cybersecurity breaches.

AIMS AND OBIJECTIVES

The purpose of this paper is to search for and identify cyber risks in the financial sector, formulate their classification and
monitor them through a bibliometric study of scientific papers in the Scopus database.

To achieve this goal, the following tasks have been formulated:

= to identify and characterise possible cyber threats and cyber risks in the financial sector;
= to conduct a bibliometric analysis of scientific papers using the keyword ‘cyber AND risk’;
= to form a matrix of the relationship between bibliometric clusters and possible cyber risks in the financial sector.

METHODS

The presented paper uses a combination of methods and approaches, which allows to implement the conceptual unity of
the study. The systemic method was used to identify the key cyber threats to the financial sector that create cyber risks;
the structural method allowed to formulate cyber risks in the financial sector of the economy. The application of the
comparative method made it possible to identify the advantages and disadvantages in scientific papers on cyber risk
trends. The method of analysis and synthesis using a bibliometric review allowed to identify scientific clusters and keywords
that are actively involved in the study of cyber risks; the graphical method was used to summarise bibliometric data in the
form of visualisation maps.

To conduct the bibliometric study, a keyword search was conducted in the Scopus scientometric database. The data were
processed using the VOSviwer software (version 1.6.20) and visualisation maps of the relationship between scientific
interests in cyber risks were constructed. The method of scientific abstraction was used to substantiate the relationship
between the scientific cluster and cyber risk in order to determine the priority areas for eliminating cyber risks in the
financial system.

RESULTS

The financial sector in the economy involves the operation of financial institutions that store collected information from a
certain number of customers. That is why the banking sector is one of the most susceptible to cyber threats. In order to
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increase customer satisfaction, financial institutions need to be able to withstand cyber attacks and take confident steps
to minimise their consequences, namely cyber risks.

The implementation of innovative ways to counter existing threats has forced fraudsters to use new tricks, and therefore,
risk mitigation methods should be adapted to the current environment. In order to prevent significant financial losses and
a decrease in reputational capital, financial institutions should take a number of measures to ensure system security in
general and to avoid cyber threats in particular. Such measures may include: assessing current security measures,
delegating cybersecurity services to an external trusted stakeholder, and using multi-factor authentication. In this way,
even if attackers steal customer registration data, the system will have an additional level of protection that will make it
impossible to gain access to customer data.

In addition, cyber insurance is becoming particularly relevant as it helps to contain legal costs, inform customers about
breaches, and cover the costs of repairing damaged systems and restoring electronic databases (Shackelford, 2012;
Mukhopadhyay et al., 2013; (Eling and Schnell, 2016). Training and professional development of staff, studying digital
descriptors is already a common practice that helps to avoid risks (Shestack et al., 2023; Ziniuk et al., 2022). We should
not forget about informing customers about the methods of stealing their personal information and funds used by
cybercriminals. Such methods are the most common and allow financial institutions to more easily counter cyber threats.

In the financial sector, the most serious cybersecurity threats include phishing, spoofing, malware attacks, remote work,
cloud attacks, the Internet of Things, unencrypted data, and smartphone viruses. Let's take a closer look at the specifics
of each.

1. Cyber risks associated with remote work. In the context of the COVID-19 pandemic and martial law, remote work
has become a common practice in various areas of business, including the financial sector. Remote employees do not
always work directly from home, as cafes, coworking spaces or resilience centres have become commonplace for workplace
arrangements. Such work exposes them to additional risks that may arise from data breaches. Usually, banking IT
specialists are unable to ensure full software security and an appropriate control system. Thus, remote work carries more
potential cybersecurity threats. Therefore, financial systems should ensure that employees are aware of potential threats.
It is important to recognise them in a timely manner in order to stay safe in a remote working environment and to be able
to protect your electronic services.

2. Artificial intelligence. technologies in the financial sector are mainly used to create financial applications. However,
Al-based tools can also be used by cybercriminals to develop intelligent malware and deliver malicious code bypassing
innovative security systems.

3. Phishing. Customers of financial systems may receive threatening emails disguised as official communications.
Attackers may also demand personal data from customers to use it for fraudulent purposes. In this way, they can gain
access to financial information and steal funds from accounts. Similar attacks are also aimed at employees as cybercriminals
gain access to credentials.

4. Unencrypted data. Data stored on a banking device that remains unencrypted poses many potential threats to
customers and employees. In general, we get open access to information that can be used against the institution, its
employees or customers.

5. Internet of Things (IoT). New cyber threats are a stable trend today, especially with the development of 5G networks.
Since the 5G network is relatively new, its communication architecture has many bottlenecks that have not yet been fully
explored, which increases the vulnerability of systems to external threats and the possibility of data leakage.

6. Viruses and malware for smartphones. With the growing popularity of mobile banking, gadgets are at constant
risk. As customers switch to cashless payments and store sensitive data on their mobile devices, smartphones are becoming
a target for hackers (Bongomin and Ntayi, 2020).

7. Fraud and identity theft. These cyberattacks are not new to the financial sector, but they are still quite successful
for attackers. Fraudsters are often interested in customers applying for services such as payday loans, taking advantage
of quick processing and sensitive financial information.

8. Malicious software. Every year, such software becomes more sophisticated and causes many problems for the
banking sector and financial institutions involved in payment processing. Cybercriminals infect computers with malware,
usually through phishing emails, and flash drives, and restrict access to some data through encryption. Malware attacks
can lead to serious consequences, such as disruption of the company's information system, financial losses and reputational
damage.
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9. Cyber attacks using cloud technologies. Attacks on the cloud are becoming popular because financial services
mostly store information in the cloud.

10. Spoofing. A common practice is to create a fake domain, which is a threat to inattentive customers. Sending messages
and fabricated phone calls are common methods of spoofing in the financial sector.

Certain cyber threats are increasingly affecting the financial system of centralised and decentralised finance, as well as the
communications infrastructure. Each of the cyber incidents has its own IT features and allows us to summarise cyber risks,
such as:

] loss of customer personal data;

= leakage of confidential information;

] financial losses;

= unauthorised access to corporate information;

] virus infection of the financial system;

= forced interruptions in system operation;

= loss of reputation or trust in electronic services.

Taking into account the above information, cyber threats and cyber risks in the financial sector are managed to achieve
strategic goals that are focused on obtaining an appropriate and effective result (Figure 1).

to monitor the impact of cyber threats and trends,
taking into account the development of the financial prioritize cybersecurity initiatives; focus on protecting
sector; to choose innovative and reliable technologies; data and digital information; prevent data leaks, and
to prioritize investments in cybersecurity; to diagnose business disruptions, and minimize financial losses
efficiency in terms of losses and gains

CYCLE OF CYBER RISK
MANAGEMENT

maintain cybersecurity at the proper level; implement
changes and innovations; choose reliable and secure
products; make effective management decisions in the
area of cybersecurity

additional competitive advantages; minimization of new
threats and risks, data protection; preservation of the
institution's reputation

Figure 1. Cycle of cyber risk management in the financial sector of the economy.

In order to stay in the cybersecurity space, representatives of the financial sector need to pay attention to the key elements
of financial cybersecurity and implement them in the operational process. This will allow to realize the defined strategic
goals, choose effective tactics, and ultimately obtain reasonable results that are focused on the economic efficiency of the
financial sector enterprises. Such a cycle of cyber risk management, cybersecurity issues in the financial sector, and
opportunities to overcome cyber threats are increasingly becoming the subject of research by scholars and practitioners.
Research results are reflected in conference abstracts, articles, books, and reviews, and are accumulated on information
database sites. To substantiate the scientific opinion on the issue of cyber risks in the financial sector of the economy,
documents from the Scopus scientometric database were selected.

For example, the Scopus database, which was used as the basis for the information and search research, contains a
sufficient number of papers on cyber risks. By entering the keyword "cyber AND risk" in the search, we found (n=17018)
papers. Cyber risk is a subject area of research in the following fields: Computer Science (n=11099), Engineering
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(n=17018), Social Sciences (n=2953), Mathematics (n=2760), Decision Sciences (n=2261), Energy (n=1389), Business,
Management and Accounting (n=1329), Medicine (n=1052), Physics and Astronomy (n=912), Economics, Econometrics
and Finance (n=667), Psychology (n=596), Environmental Science (n=595), Materials Science (n=592), Chemical
Engineering (n=292), Arts and Humanities (n=278), Earth and Planetary Sciences (n=266), Biochemistry, Genetics and
Molecular Biology (n=228), Chemistry (n=172), Agricultural and Biological Sciences (n=96), Multidisciplinary (n=88) and
other (n=222). The papers are categorized by country, affiliation, type of document, and language. A framework analysis
of the selected papers shows that the number is growing exponentially, especially in the period from 2017 to 2024 (Figure
2). For a more accurate result, the figure does not take into account papers from 2025 (n=161).
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Figure 2. The dynamics of the number of scientific papers on the keyword "cyber AND risk" for 1997-2024. (Source: presented in the
Scopus database)

According to the data presented, it was found that Nordwall (1997) first mentioned cyber threats that pose risks to the
communication infrastructure, and Boyce (1997) describes cyber extortion as an element of corporate responsibility. The
development of digitalization and digital technologies, the transition to Industry 4.0, and the formation of innovative
technologies have contributed to the growth of scientific publications on cyber risks. Taking into account the aspects of
the defined topic, namely cyber risks in the financial sector of the economy, for a more accurate bibliometric analysis, the
selection of works in two subject areas was established, namely: Business, Management and Accounting; Economics,
Econometrics and Finance for the period of 1999-2024. Thus, 1524 papers were selected for further review and analysis.
Using the technical capabilities of Scopus, the selected papers were exported to CSV format. This formatting using the
VOSviewer software allows us to see the inter-cluster relationships by keyword. In this study, at the initial stage, 3901
keywords were identified with a frequency of use of more than five times. The identified keywords are displayed in clusters
on the interconnection map, based on the number of documents in which the keyword appears and its overall strength of
connections with other words. The most frequently used keywords are: cybersecurity, cyber risk, risk management,
information security, security, machine learning, risk, as evidenced by the data (Table 1).

Table 1. The most common keywords and the strength of their relationship on the topic of cyber risks in the financial sector of the
economy. (Source: based on data processing in VOSviewer software)

Rank Keywords Occurrences Total link strength
1 Cybersecurity 261 447
2 Cyber security 118 212
3 Cyber risk 123 207
4 Risk management 87 207
5 Information security 55 103
6 Security 50 93
7 Machine learning 39 83
8 Risk 39 81
9 Blockchain 32 69
10 Risk assessment 38 63
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The ranking and selection of keywords were further transformed into a visualization map that represents 10 clusters and
a number of relationships between them (Figure 3). The figure shows that the two largest clusters are the keywords
"cybersecurity" (yellow) and "cyber risk" (red). Each of the clusters is filled with keywords related to information technology
and risks in the financial sector. There is inter-citation between the clusters, taking into account the specifics of each of
them. For example, the green cluster focuses on security in the information space in general, while the brown cluster
focuses on management risks.
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Figure 3. Keyword visualization map by formed clusters. (Source: based on data processing in VOSviewer software)

The analysis of scientific papers divided into clusters allows us to conclude that they are of common scientific interest.
Cyber risk management helps both businesses and financial sector institutions to set goals for their corporate cybersecurity
program and evaluate their progress. The authors focus on the fact that it is better to identify and prioritize cyber risks
(Phair, 2024; Akyildirim et al., 2024), detect and process incidents faster (Grimwade, 2023; Biletskyi et al., 2024), and
protect critical information more reliably (Biener et al., 2014; Andrew and Baker, 2021; Chiaradonna, et al., 2024). In
addition, emphasis is placed on the need to improve internal and external interaction and cooperation (Li et al., 2017;
Srinidhi et al., 2015; Sawik, 2013), as well as a better understanding of the shortcomings and ways to address them
(Biliavskyi et al., 2024; Rahman et al., 2024).

Thus, we can observe a combination between the red cluster with the keywords "cyber risk" and the blue cluster with the
keywords: business continuity, cybersecurity risk, financial stability, information sharing, operational risk, risk analysis,
risks, systemic risk. The keywords and works of the blue cluster are related to the green cluster, where the keywords are:
audit fees, cyber-attack, hacking, IoT, phishing, security, smart city. The visualization map shows that the yellow cluster
also has a high priority, as it focuses on cybersecurity in general. This diagnosis allows us to identify three lines of defence
in managing IT risks in the financial sector: audit as independent supervision and control (Lois et al., 2020; Ahmed et al.,
2024; Caciulescu et al., 2024); risk management, such as determining methodology and rules, testing and monitoring
(Udofia, 2024; Byatarayanapura Venkataswamy et al., 2024; Ng and Kwok, 2017) and core activities, such as
implementing, executing and monitoring various types of control (Osiyevskyy et al., 2023; Aldasoro et al., 2020; Harris
and Nguyen, 2024). In addition, it should be taken into account that cyber risks do not exist exclusively in the financial
sector of the economy, as they are associated with certain financial transactions in manufacturing (Colabianchi et al.,
2023; Strange et al., 2017), human resources management (Ozgiin Atalay et al., 2023; Shestack et al., 2023), procurement
and logistics (Ivanov et al., 2019; Colicchia et al., 2019).

Given that the distribution by clusters (Figure 1) is a significant scientific area of research in the field of business,
management and finance, it is advisable to study the dynamics of the doctype presented in the Scopus database with the
highest level of citations (Table 2).
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Table 2. The most cited papers on the keyword “cyber AND risk” in the financial sector of the economy. (Source: compiled by the authors on
the basis of bibliometric analysis of Scopus)

I s e - Number of citations in the
Rank | Author, year of publication Publications Title Scopus database
International journal of produc- | The impact of digital technology and Industry 4.0 on
1 Ivanov et al. (2018) tion research the ripple effect and supply chain risk analytics 1170
X . . Journal of Innovation & Relationship between innovation capability, innovation
2 Rajapathirana and Hui (2017) Knowledge type, and firm performance 596
3 Strange and Zucchella (2017) Multinational Business Review J:gﬁztg 4.0, global value chains and international 419
4 Bai (2011) Decision Support Systems Predicting consumer sentiments from online text 207
" The Geneva Papers on Risk and . . - .
5 Biener et al. (2014) Insurance - Tssues and Practice Insurability of cyber risk: An empirical analysis 202
- Information and Computer Se- | Data security and consumer trust in FinTech innova-
6 Stewart and Jirjens (2018) curity tion in Germany 171
. . Digital supply chain twins: Managing the ripple effect,
7 Ivanov et al. (2019) Handbook of rl.pple effects in resilience, and disruption risks by data-driven optimi- 162
the supply chain N N . -
zation, simulation, and visibility
RlaYix International Journal of Infor- An economic modelling approach to information secu-
8 Jerman-Blazic (2008) mation Management rity risk management 158
. X . . Risk management, firm reputation, and the impact of
9 Kamiya et al. (2020) Journal of Financial Economics successful cyberattacks on target firms 154
Engineering, Construction and Cyber threats confronting the digital built environ-
10 Parn and Edwards (2019) air 9 ment: Common data environment vulnerabilities and 143
Architectural Management !
blockchain deterrence

From the above table, it can be concluded that works in various areas are of significant scientific interest. Jerman-Blazi¢
(2008) presents an economic modelling approach to information security risk management (Rank 8), as well as the
possibility of risk-based business insurance. Kamiya et al. (2020) also consider risk management, corporate reputation and
the impact of successful cyberattacks on specific organisations (Rank 9) and as a result propose a model according to
which an enterprise has an optimal impact on cyber risk. In turn, Stewart and Jiirjens (2018) focused on the study of data
security and consumer confidence in FinTech innovations (Rank 6) in Germany. This fact confirms that cyber risks in the
financial sector of the economy are of interest to representatives of various countries (Hurani et al., 2024; Hanif and Lallie,
2021), as well as distinctive features in trends depending on the region or economic development.

Further study of the bibliometric data allowed us to build a network map of interrelationships by country (Figure 4) to build
a network map of relationships between scientists by country.
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Figure 4. Network map of connections between the works of scientists in the field of cyber risks in the financial sector in different
countries of the word. (Source: Based on data processing in VOSviewer software)
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The study found that most studies were published in the United States (24.74%) and the United Kingdom (9.93%), which
is associated with the progressive development of these countries in the field of information technology, the development
of Industry 4.0, and economic and financial stability. The VOSviewer software has determined the ranking of countries by
the number of documents, citations, and strength of links according to the established criteria (Table 3).

Table 3. The density of the relationship between citations by country. (Source: based on data processing in VOSviewer software)

Rank Country Documents Citations Total link strength
1 United States 377 4963 151
2 United Kingdom 152 2354 95
3 India 149 875 79
4 Australia 76 991 37
5 Germany 73 2154 37
6 Italy 70 1297 38
7 China 70 1213 36
8 Russian Federation 51 1534 15
9 Canada 47 390 29
10 Malaysia 40 339 42

The study of the TOP-10 mutual citations between representatives of different countries shows a description of general
trends in risks and cybersecurity issues in the financial sector of the economy. The common interest in cyber risks
encourages authors to find synergistic solutions in studying the evolution of the trend in which countries develop or adopt
cybersecurity frameworks for use at the national level. For example, Dedeke and Masterson (2019) compare the
cybersecurity frameworks developed in three countries, namely: Australia, the United Kingdom, and the United States. A
related paper is the review by Hashem (2019), which focuses on the background and search for key efforts to create and
implement a national cybersecurity strategy for Egypt. With the progress in modernization, there has been a penetration
of information and communication technologies around the world, including Nigeria (Osho and Onoja, 2015), and in some
countries, the key focus is on assessing the implementation and development of cybersecurity policies and their impact on
the global cybersecurity index, such as in Georgia (Napetvaridze and Chochia, 2019). Thus, we can trace not only the
mutual citations between scholars by country but also the peculiarities of cyber risk management in different countries.

The diagnostics carried out by means of a bibliometric review of the presented scientific papers in the Scopus database
allows us to assess the relationship between the formed scientific clusters and the identified cyber risks (Table 4). This
relationship demonstrates the influence of keywords on risk formation. For the matrix, we selected keywords for the 10
identified clusters and the identified cyber risks in the financial sector. The relationship between the words and risks was
assessed on a point scale, namely: 1 point - weak correlation (green squares); 2 points - moderate correlation (yellow
squares); and 3 points - strong correlation (blue squares). This made it possible to determine the overall risk level for each
of the clusters, ranging from 7 to 21 points.
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Table 4. Matrix of the relationship between the bibliometric cluster and possible cyber risks in the financial sector of the economy.

Cyber risks in the financial sector of the economy
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banking sector, banks, COVID-19, cyber fraud, cyber resili-
Cluster 1 ence, cyber risks, cyber threats, cyber-attacks, cybercrime,
] : = 3 1 2 1 2 3 3 15
Red (25 items) cybersecurity awareness, digital economy, fintech, money
laundering
Cluster 2 i - i ishi i
' audit fe_es, cyber-attack, hacking, IoT, phishing, security, 1 2 3 2 3 3 2 16
Green (24 items) | smart city
Cluster 3 business continuity, cybersecurity risk, financial stability, in-
. formation sharing, operational risk, risk analysis, risks, sys- 1 2 2 1 2 3 1 12
Blue (21 items) temic risk
Cluster 4 banking, blockchain technology, confidentiality, cyber-risk,
. cybersecurity, information systems, law, regulation, sustaina- 1 2 3 1 2 2 1 12
Yellow (20 items) bility
Cluster 5 cloud computing, computer security, cyber-crime, cyberat-
i tack, cyberbullying, cyberthreats, data security, information 2 3 2 2 2 1 3 15
Purple (18 items) | security, information technology, reputation, social media
Cluster 6 big data analytics, cyber-physical system, digital twin, indus-
. try 4.0, risk assessment, security requirements, supply chain 1 3 2 1 2 1 1 11
Blue (13 items) risk management
Cluster 7 attack, critical infrastructure, cryptocurrency, cyber, cyber-at-
. - 3 3 3 2 3 3 3 20
Orange (13 items) | tacks, cyber threat, management, risk
Cluster 8 . L o L
. digital technologies, innovation, it security, risk management 1 1 1 1 1 1 2 8
Brown (10 items)
Cluster 9 - - .
i . auditing, cyber security, internal control, it governance 1 1 1 1 1 1 1 7
Lilac (8 items)
Cluster 10 cyber insurance, cyber risk, cyberattacks, cybersecurity in-
_ ) A 3 3 3 3 3 3 3 21
Pink (7 items) vestment, data breaches, emerging risks

The summarized data in the table show that the lowest degree of risk in the financial sector of the economy is revealed
by scientific papers that fall into clusters 8 and 9 by keywords. This is due to the narrow specialization of cyber risk
research, such as focusing on cyber insurance and auditing (Lois et al., 2020; Ahmed et al., 2024; Caciulescu et al., 2024)
or technological innovations and their ability to create cyber risks (Colabianchi et al., 2023; Rahman et al., 2024). However,
such works are relevant because the visualization map shows a fairly high level of importance of keyword circles in these
clusters. In this study, the six clusters received a somewhat similar degree of risk, ranging from 11-16 points. This indicates
that the keywords in the clusters are similar to those in the research papers that focus on cyber risks in the financial sector
but under different conditions. One of the most common risks is the loss of customer data, but the reasons for this can be
radically different, ranging from the impact of COVID-19 and the total transition to online services to the customer's
inability to follow online security rules. The leakage of confidential information has the highest power in clusters 5-6
because the keywords are focused on cyberattacks when working with data.

The next risk is financial losses, which usually arise when resources are saved that are intended to ensure the smooth
operation of electronic services and protect data. This risk has the highest level of interconnectedness in clusters 2, 4, 7,
and 10. Unauthorized access to corporate information and dissemination of corporate data is one of the key risks that
contribute to the leakage of financial data, personnel or management documents of a financial institution. The issue of
financial system virus infection has long been the focus of IT professionals and scientists, as malware that penetrates a
device always aims to infect, disrupt system performance and damage data. It is capable of infiltrating the code of other
software and spreading across the network. Such actions lead to information theft, data deletion, file corruption, and even
cause the device to fail. The relevance of such a cyber risk is confirmed by the keywords defined in clusters 2 and 4: cyber
attack, hacking, IoT, phishing, security, cloud computing, computer security, cybercrime, cyberattack, cyberbullying,
cyberthreats, data security, information security, information technology.
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The cyber threats discussed above often lead to such risks as forced interruptions in the system's operation and time spent
on its recovery. Financial systems are a continuous process of work: an Internet site, banking, a digital city - so disruption
of any process makes it impossible for a client to perform planned transactions. Cluster 7 contains the following keywords:
attack, critical infrastructure, cryptocurrency, cyber, cyber attacks, and cyber threat, which confirm the risk of system
interruptions.

A special place in the analysis of cyber risks in the financial systems sector is occupied by the loss of reputation and trust
in electronic services, which is becoming increasingly important every year, but scientists and practitioners lack a consensus
on finding the best solution to overcome them. Also, the study found that the highest degree of risk is revealed by scientific
papers that belong to clusters 7 and 10 according to keywords. This is confirmed by the fact that these clusters contain
the keywords: cyber risk, cyber attacks, cyber, cyber attacks, and cybersecurity investment.

Thus, monitoring and bibliometric review have helped to shape the key aspects of successful cyber risk management.
Compliance with cybersecurity rules is key to overcoming cyber risks, as it protects customers from loss of funds and
leakage of personal and corporate data. By ensuring stable and information-secure operations, financial institutions can
improve their reputation, enhance customer service, and ultimately gain stable organizational and economic performance.

DISCUSSION

In this paper, a number of positions related to the formation of cyber risks in the financial sector of the economy can be
considered controversial issues. Currently, scientific and practical approaches are focused on the fact that cyber risks arise
due to non-compliance with cybersecurity rules. This is definitely a key information trend, but it is also appropriate to take
into account other factors, such as corporate risks since the loss of trust in electronic services is a loss of reputation of a
financial institution.

The key focus of the study is on the bibliometric analysis of scientific papers on cyber risks in the financial sector of the
economy.

The analysis allowed us to continue the study by Nobanee (2023), which evaluated the works related to cybersecurity risks
in the period 1999-2021. The study reveals various findings, including the most influential authors and leading: countries,
journals, documents, financial institutions and affiliates that publish works on cybersecurity risks. We agree with the author
that the bibliometric analysis shows how existing research has influenced knowledge about the consequences of
cybersecurity risks. However, the paper does not focus on the key cyber risks in the financial sector of the economy,
namely, it does not set limits on the subject areas related to finance and economics.

Arora and Jain (2021) discuss the various threats to cybersecurity and also highlight the various due diligence methods
used to combat these threats. This opinion is important because it is the knowledge that allows avoiding cyber risks that
may arise in the financial sector of the economy.

The limitation of the presented work is that the bibliometric analysis is not an accurate result of the study, despite the fact
that clear time periods were selected. Search engines can display data in different ways, and therefore there is a certain
error in the number of papers selected for analysis. Another limitation is that the research papers were selected from the
Scopus scientometric database. This, in turn, is a disadvantage because there are a significant number of papers in sources
that are indexed in: Web of Science, OpenAlex, or Crossref. However, the advantage is that there is no duplication if a
scientific source is indexed in several scientometric databases.

Different from previous studies, this paper is the first to identify key cyber risks in the financial sector and to correlate
them with scientific clusters formed as a result of the diagnosis of the works. Customer and employee mistakes are at the
top of the list of factors that most threaten cybersecurity in the financial sector. Therefore, such institutions should warn
their customers and employees about possible risks in a timely manner, and train them on how to protect confidential data
and counter cyber threats. In addition, financial institutions need to be able to establish secure transactions with customers,
as they are the key interests of cybercriminals. This includes not only customers but also payment processing companies.
Due to their important role in processing confidential data, financial sector participants are often exposed to threats such
as malware, phishing, spoofing and other cyberattacks. Payment systems are a lucrative target for cybercriminals.
Therefore, to mitigate these risks, financial sector institutions should apply advanced communication infrastructure and
advanced cybersecurity measures. These measures can be described scientifically and implemented in practice. First and
foremost, attention should be paid to multi-level encryption and continuous monitoring of the financial system.
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CONCLUSIONS

Based on the conducted research, it was found that cyber risks as an element of information security in the financial sector
of the economy require a strategic vision, careful planning of tactics, and actions and regular monitoring. Internal and
external cyber threats require constant and effective improvement in order to protect information systems, electronic
resources and reputational capital. Given the identified cyber threats and associated risks, there is a need not only to
respond to incidents but also to prevent them by systematically improving the information security of the communication
infrastructure.

The paper systematizes scientific clusters using bibliometric analysis and establishes that the most used keywords in the
study of cyber risks in the financial sector of the economy are: cybersecurity, cyber risk, risk management, information
security, security, and risk. The search resource of the scientometric database revealed (n=1524) papers with the
established limitation of areas: Business, Management and Accounting; Economics, Econometrics and Finance.

Data processing by the VOSviewer software (version 1.6.20) formed 10 scientific clusters with a clearly established
relationship between scientific clusters and cyber risks in the financial sector. The constructed correlation matrix made it
possible to determine the degree to which each individual cluster is associated with one of the following risks: loss of
customer data; leakage of confidential information; financial losses; unauthorized access to corporate information;
infection of the financial system with a virus; forced interruptions in the system; loss of reputational capital or trust in
electronic services. Thus, cyber risk management in the financial sector is a certain foundation for any cybersecurity action.
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MOHITOPUHI' KIBEPPU3UKIB Y ®IHAHCOBOMY CEKTOPI EKOHOMIKH

®diHaHCOBUIA CEKTOP EKOHOMIKM € NpNBabnMBUM 06'EKTOM ANs KibepaTak, OCKiNbKM BUKOHYE BaXJIMBY POSib NOCEpeaHMLITBA
B PYCi rpowoBmx KowWTiB. LIS cTaTTs npucBsiueHa MOHITOPUHIOBI Kibeppu3uKiB, SIKi MOXYTb YNIMBATU Ha (YHKLiOHYBaHHS
€NEKTPOHHMX CEPBICiB. YCTAHOBMEHO, WO B MPAKTUYHIW LapuHi KibepaTaku 3pocTaloTb 3a EKCMOHEHTOI LOPOKY, ane 'y
HayLui NpuAaINsoTb 3HAYHY YBary BU3Ha4eHil NpobneMaTuli, a came — Kibeppuankam. Y cyd4acHOMY PUHKOBOMY CepeioBULLI
KOMYHiKaLiMHa apxiTekTypa 6a3yeTbCs Ha TOMY, WO (iHAHCOBI YCTaHOBM € KPUTUYHO BaXXKIMBUMW ANS rnobasnbHOi
KOMEPLIMHOI AisifIbHOCTI, @ TakoXX orepauiii Ha MicLeBOMY, AEPXaBHOMY i MiKHApPOAHOMY PIiBHSIX rOCMOAAPOBAHHS.
KntoyoBa MeTa poboTM nonsrana y BUsIBNEHHI, knacudikauii Ta MOHITOPUHIOBi KiGeppusuKiB, sIKi CNpUYMHEHI i
BHYTPILWHIMK, | 30BHILWHIMK Kibep3arpo3amm y iHaHCOBOMY CEKTOPI.

3a pe3ynbTaTtamu AOCTIIKEHHS BCTAHOBMEHO, WO Kibeppusnkn anst iHaHCOBOro CekTopa 34ebinbloro CTocyloThes:
BMTOKY AaHuX KiieHTa abo neBHOI KoprnopaTuBHOI iHdopMadii, ¢hiHaHCOBMX BTpaT, BUMYLLUEHUX Mepeps Yy poboTi
€MEeKTPOHHMX CEepBICIB | 3pewTol0 BTPaTM penyTauiHOro KamiTasy Ta B3aeMHOI Aosipu. [lig 4ac npoBeaeHHs
6i6NIOMETPUYHOr0 aHani3y BUSIBNIEHO HAYKOBI MpaLli, Y IKUX: OXapaKTepU30BaHO CYTHICTb, CUCTEMATU30BaHO METOANYHUIA
iHCTpyMeHTapil1, AoCNimpKeHO knacudikauii KibeppuaukiB B ymoBax hiHaHCOBOT Ais/IbHOCTI, @ TAKOX BU3HAYEHO MOXKTMBOCTI
iX noponaHHsa 3 MeTol 3abe3neuveHHst KibepcTiMKOCTi. 3anpornoHOBAaHO OpWriHaibHYy MaTpuUKO B3AEMO3B'SI3KY MiX
BM3HAYeHNMM HAYKOBMMM KNlacTepamu Ta Kibeppusnkamun (iHaHCOBOI LApUHK, WO AO03BONWUTb 3YMUHUTUCA HA PO3BUTKY
NnepcrneKTMBHUX pilleHb Woao X NOAOMAHHS.

YcTaHoBM (hiHAHCOBOIro CEKTOPAa EKOHOMIKW MOCTIMHO NOTPebytoTb PO3POBKM pekoMeHAaLl LWOAO 3aXUCTY Bif HEFraTUBHOMO
BNMBY KiGeppu3NKiB, OCKiNTbKM A0CI KOPUCTYIOTLCS 3acTapiiMK eNeKTPOHHUMKU CUCTEMaMU, SIKi HE € CTIMKMMUK A0 3arpo3
MOX/MBWX KibepaTak. BUCHOBKM NiATBEPAXYIOTb aKTYanbHICTb | BaXMBICTb pob0TH 3 Kibeppuankamu y (iHaHCOBIN LapuHi
3aans 3abe3neyeHHs cTabinbHOCTI pob0TK Ta MiABULLEHHS AOBIPW A0 €EKTPOHHUX CEpBICiB.

KnrouoBi cnoBa: pusuk, ynpaBniHHs, 6ibnioMeTpuuHuin aHani3, kibepbesneka, kibepluaxpaicTea, KibepanoumHLi,
Knactepu, KOMyHikauiiHa iHbpacTpykTypa, UMgpoBi TexHonorii
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