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THE ROLE OF FINTECH IN TRANSFORMING
RISK MANAGEMENT AND FINANCIAL SERVICES:
A SYSTEMATIC REVIEW AND META-ANALYSIS

ABSTRACT

Integrating artificial intelligence and blockchain in financial services has transformed
risk management, enabling advanced fraud detection, compliance, and predictive ana-
lytics. However, there is a significant gap in the literature regarding a meta-analytic
comparison of these technologies' effectiveness within the sector. The study aims to
bridge the gap by conducting a meta-analysis, assessing the impact of AI and blockchain
on various aspects of financial risk management. The study includes a meta-analysis
approach, systematically synthesizing findings from recent studies on blockchain and AL
in financial risk management. Following strict inclusion criteria, a comprehensive search
through Scopus and Google Scholar led to the selection of 36 studies for analysis. The
forest plots and summary tables were generated using Meta-Essentials, a statistical tool
for meta-analyses that calculates effect sizes, confidence intervals, and pooled esti-
mates using fixed and random effects models for accurate interpretation. The meta-
analysis revealed that blockchain technology enhances financial security and transpar-
ency, particularly post-COVID, addressing operational risks with a modest but non-sig-
nificant effect (HR = 1.04, 95% CI: 0.99-1.10, p = 0.11). AI demonstrated a neutral
impact on risk management (HR = 0.99, 95% CI: 0.94-1.04, p = 0.71) but excelled in
fraud detection and predictive analytics. Funnel plot analysis showed minimal publica-
tion bias, and forest plots confirmed consistent findings across studies. These results
showed that Blockchain enhances transparency and security post-COVID, mitigating fi-
nancial digital threats, while Al excels in fraud detection and predictive analytics. Al
revolutionizes risk management through predictive insights, while blockchain ensures
data integrity. Future research should refine sector-specific applications for both tech-
nologies.

Keywords: FinTech, artificial intelligence, blockchain, framework, challenges, financial
services, risk management

JEL Classification: G32, G17, 033, D81, E42

INTRODUCTION

FinTech, a term coined by FinTech Futures, refers to emerging technological advance-
ments in the financial sector, such as credit card services, online banking, and digital
currencies. These advancements enable consumers, investors, and businesses to stay
updated, expand market share, and offer services with minimal to no fees. The financial
crisis of 2008 led to rapid investment in FinTech, affecting the United States, European,
and Asian markets (Ng & Kwok, 2017; Skan et al., 2015). As a result, the evolution of
FinTech has introduced technological advancements into an industry engulfed in com-
pliance and regulatory oversight. Fintech refers to companies that combine financial
services with modern, innovative technologies, aiming to provide more effective and
less costly financial services (AIMomani & Alomari, 2021). In the financial sector, start-
up companies attempt to acquire market shares at the expense of traditional players.
Thus, the growing role of FinTech in the financial sector is crucial for anticipating future
changes and distilling public policy priorities.
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Needs for Risk Management

The ultimate goals of economic intelligence, primarily based on information technology, include management as a whole
and managing information in a knowledge and information-intensive economy. Over time, economic intelligence has
evolved through four stages: economic information, vigilance, organization of networks, and everyday culture and practice.
Also, the evolution has strengthened the link between economic intelligence and risk management, becoming essential for
mitigating informational risks within financial institutions (Peng et al., 2021). Technological change in the financial industry
has accelerated, with the COVID-19 crisis presenting challenges to financial institutions, including the Great Financial Crisis,
regulatory reform, low profitability, and deteriorating public trust (Boot et al., 2021).

Role of AI and Blockchain in Financial Risk Management

Risk management in the financial sector is becoming increasingly complex due to the rapid integration of Fintech innova-
tions like big data analytics, artificial intelligence (AI), and blockchain technology (Yalamati, 2022). These technologies
offer new opportunities for enhancing financial services, such as improving fraud detection, credit scoring, and market risk
assessment. However, they also introduce risks related to cybersecurity, compliance, and systemic vulnerabilities (Callen-
Naviglia & James, 2018). Regulatory bodies are now focusing on creating a unified risk management framework that
addresses these challenges without stifling innovation. A balanced approach involving both RegTech (regulatory technol-
ogy) and SupTech (supervisory technology) is essential to facilitate effective risk management while maintaining financial
stability (Batista & Ringe, 2020).

The primary objective of meta-analysis is to evaluate the efficacy of recent innovations in FinTech, specifically blockchain
technology and Al, as these technologies enhanced risk management in financial services. By performing a comprehensive
meta-analysis, the study aims to evaluate the impact of these technologies in improving fraud detection, predictive ana-
lytics, and regulatory compliance, as well as the challenges and limitations faced by adopting these technologies.

The study comprises five sections that analyze the recent trends of Al and blockchain in the financial sector. The first
section, "literature review," evaluated recent trends and innovations and the challenges the previously published studies
highlighted. The second section comprises methodology that includes the criteria of study selection for comprehensive
meta-analysis, while the third results and discussion section will comprise the findings obtained from the analysis of the
included studies. The fourth section includes limitations and future directions of this analysis, followed by a conclusion, as
the last section highlights the findings' comprehensive summary.

LITERATURE REVIEW

Blockchain Technology in Financial Risk Management

Blockchain, initially popularized by cryptocurrencies like Bitcoin in 2017, is now recognized for its broad potential across
various industries, especially in banking and financial services (Javaid et al., 2022). With cryptography, peer-to-peer net-
working, and game theory, blockchain functions as a decentralized ledger, ensuring transaction trustworthiness and ano-
nymity (Chang et al., 2020). This technology introduced a decade after the 2008 financial crisis, is increasingly used in
various business sectors, including finance, accounting, and auditing. Blockchain records all transactions, making it almost
impossible to be hacked. For instance, central banks in India are exploring blockchain for its potential, though concerns
remain about its cost-effectiveness and disruptive impact on existing business models (Laroiya et al., 2020).

Critical Applications in Financial Risk Management

For the understanding that blockchain offers specific financial risks, several high-impact applications particularly relevant
to financial risk management have been discussed below.

Digital Identity for KYC/AML

In financial institutions, Know Your Customer (KYC) and Anti-Money Laundering (AML) procedures are critical for verifying
identities and preventing illicit activities. Blockchain's use in digital identity verification reduces fraud and identity theft
risks by providing a secure, immutable record of identity information. Solutions like Civic and uPort streamline the KYC
process, making it faster and more secure, significantly lowering compliance costs and risks of hon-compliance (Mondal et
al., 2016).
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Anti-Money Laundering (AML) Tracking

The transparency of the blockchain enables enhanced monitoring of transactions, which is crucial for tracking money
laundering activities. AML platforms like Elliptic and Chainalysis utilize blockchain to improve the accuracy of detecting
suspicious transactions and reduce regulatory risks. This factor is most important for financial institutions facing compliance
requirements, as blockchain reduces costs related to AML oversight while enhancing security (Ogbeide et al., 2023).

Smart Contracts

Automated smart contract instances on the Ethereum platform have been instrumental in financial risk management due
to eliminating operational risk. Such smart contracts reduce the need for third parties, thus eliminating instances of disa-
greement and related expenses. Precision is achieved through automation, and since blockchain cannot be altered, it
increases the credibility of the financial arrangements (Ivanov et al., 2023).

Cross-border Payments

Traditionally, cross-border payments involve significant risks due to exchange rate fluctuations, regulatory complexities,
and transaction delays. Through solutions like Ripple (XRP), blockchain offers faster, more secure, and cost-efficient cross-
border payment mechanisms, mitigating currency and transaction risks. This transparency and efficiency enhance trust
among stakeholders and reduce the potential for errors (Habeeb, 2020; Villaluenga).

Supply Chain Finance

In supply chain finance, blockchain strengthens risk management by offering transparent transaction tracking, critical
during economic uncertainties. IBM Blockchain's solutions provide detailed risk assessments, protect financial privacy, and
support resilient supply chain operations. This transparency lowers the risk of fraud, enhances trust, and reduces financing
costs, essential for mitigating financial risks in supply chains (Dutta et al., 2020).

Impact of Blockchain in Financial Risk Management

Blockchain technology offers several key benefits in financial risk management. In the accounting industry, blockchain
helps companies write their transactions into joint bookkeeping, creating an interlocking system of enduring records.
Cryptocurrencies, virtual digital currencies, have become increasingly important in the financial services market over the
last decade (Mosteanu & Faccia, 2020). It significantly reduces firm default risk by increasing trust, optimizing processes,
and enhancing information disclosure (Sun et al., 2023). According to Ali et al. (2021) and Meng (2022), robust security
mechanisms, such as differential privacy and advanced algorithms, provide enhanced protection and privacy for financial
transactions (Ali et al., 2021; Meng, 2022). By eliminating intermediaries, blockchain mitigates risks related to hacking,
privacy breaches, and regulatory compliance costs.

Additionally, in the banking sector, when combined with artificial intelligence, blockchain automates risk management
processes, improves credit scoring, and enhances market risk assessments. According to Meng (2022), blockchain tech-
nology in supply chain finance helps protect financial privacy and provides detailed risk assessment, making it beneficial
for risk control and efficient financial management (Meng, 2022). It also strengthens supply chain resilience by providing
transparent transaction tracking, which is vital during periods of uncertainty. Moreover, blockchain reduces corporate
financing costs and improves efficiency by streamlining operations and fostering stakeholder trust (Sun et al., 2021).

The real-world applications of blockchain technology extracted from the literature of previously published studies are
summarised in Table 16.

Table 16. Applications of Blockchain Technology Across Different Sectors with Advantages and Examples.

No Application Sector Key Advantages Examples

1 Digital Identity KYC/AML Secure verification, faster compliance Civic, uPort

Enhances security, improves transaction monitor-

2 Anti-money Laundering (AML) Compliance Elliptic, Chainalysis

ing
3 Smart Contracts Contracts Automates processes, reduces third-party risks Ethereum
4 Cross-border Payments Payments Faster, cheaper, and secure transactions Ripple (XRP)
5 Supply Chain Finance Supply Chain Transparent transaction tracking, risk assessment IBM Blockchain
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Artificial Intelligence in Financial Risk Management

Al technology, including machine learning (ML), neural networks, and natural language processing (NLP), solves financial
risk management problems. AI mechanisms such as these are programmed to look for patterns in large databases, thus
allowing financial institutions to address risks in real-time. Research indicates that prediction models that are provided by
Al enhance risk assessment accuracy by evaluating both structured and unstructured data (Russell & Norvig, 2016). For
instance, neural networks can analyze complex data to forecast market trends, a vital element of risk management that
can only be achieved using Al Liu et al. (2024) have noted that Al in banking usually automates repetitive tasks like credit
scoring and fraud detection and does away with human errors as Ghassemi et al. (2021) recorded (Ghassemi et al., 2021;
Liu et al., 2024).

Today, Al solutions are actively integrated into financial services, primarily for fraud prevention, investment management,
and risk compliance. Real-time data analyses in transactional datasets can be conducted using Al algorithms in fraud
detection, with more accuracy than other traditional methods, enhancing security (Bussmann et al., 2021). In addition, AI
is commonly applied in credit risk management when evaluating traditional credit and non-credit information, such as
social networks and customers' behaviour, which resulted in more detailed credit evaluation (Huang et al., 2020). The role
of Al in regulatory technology (RegTech) includes intelligent compliance checks that enhance operational performance and
concurrently decrease costs for financial institutions concerning compliance with the regulations governing the financial
industry (Arner et al., 2016).

Besides risk assessment and compliance, Al also involves the management of wealth customer service within financial
institutions. Al-based robo-advisors provide customers with tailored investment advice depending on market conditions,
client ratings, and risk levels (Sironi, 2016). These robo-advisors make wealth management available and affordable to
more people than human financial advisors do at a cheaper cost. Moreover, conversational commerce has been prominent,
where chatbots based on Al are turning customer service inquiries and solving issues in real-time, contributing to customer
satisfaction and engagement (Kraus et al., 2022). This is primarily an added advantage in that it further enhances the
efficiency of operations because it minimizes the use of human resources in carrying out simple services.

Implementing Al systems in financial services has provided a transformative improvement in risk and operational effec-
tiveness and the ability to influence the overall improvement of customer experience for the future. A few real-world
applications of AI technology extracted from the literature of previously published studies are summarised in Table 17.

Table 17. AI Applications in Financial Services Across Various Sectors with Key Advantages and Examples.

No Application Sector Advantages Examples
1 Fraud Detection Banking and Payments Identifies and preventsti\f/zidulent activities effec- PayPal, Mastercard
2 Credit Scoring Lending Provides a comprehensive view of borrowers' credit- Upstart, Zest Al
worthiness
3 Algorithmic Trading Investment Management Executes trades at high spe;ed based on market anal- Rena|s_sance Techpplogles,
ysis Citadel Securities
4 Persona/l-{ét\altiicgmanual Wealth Management Offers tailored investment strategies to clients Betterment, Wealthfront
5 Risk Assessment Investment Banking Enhances predictive accuracy for potential risks Kabbage, Credit Karma

6 Regulatory Compliance

Regulatory Technology
(RegTech)

Reduces compliance costs and ensures regulatory ad-
herence

Ayasdi, ComplyAdvantage

Chatbots for Customer

Improves customer engagement through instant re-

7 . Retail Banking Bank of America, Capital One
Service sponses

Insurance Underwriting Insurance Accurately assesses risk for determining premiums Lemonade, Progressive
Portfolio Management Asset Management Optimizes investment portfolios through data analysis BlackRock, Charles Schwab

10 | Market Sentiment Anal- Trading Gauges market sentiment for better trading decisions Bloomberg Terminal, Mar-

ysis ketPsych
11 Payment Processing E-commerce Increases security and efficiency in payment systems Stripe, Square
12 Wealth Management Wealth Management Streamlines portfolio reb_alancmg and recommenda- Personal Capital, Vanguard
Automation tions

13 Customer Risk Profiling Banking Identifies high-risk clients for targeted strategies FICO, Experian

14 Tax Compliance Accounting Minimizes errors and automates tax reporting Intuit, H&R Block

15 Financial Forecasting Financial Planning Predicts future financial performance with accuracy SAP AnaIy_tlcs C|OUdf 1BM Plan-

ning Analytics
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AIMS AND OBJECTIVES

The study aims to bridge the gap through a meta-analysis assessing the impact of artificial intelligence and blockchain on
various aspects of financial risk management.

METHODS

Research Design

This study employs a meta-analysis research design, a quantitative, systematic approach used to synthesize and evaluate
findings from multiple studies. Meta-analysis is particularly useful for identifying trends, comparative insights, and as-
sessing the overall effectiveness of the research topic. For instance, this study employed this method to identify the overall
trends of fintech technologies, specifically blockchain and artificial intelligence (AI), in risk management across financial
services. By integrating data from existing studies, this design allows for an empirical and comprehensive understanding
of the research domain that any individual study could provide.

This design was adopted by following a structured process. First, a systematic literature search was done using Scopus
and Google Scholar to identify relevant studies. The selected studies were then screened based on the specific inclusion
and exclusion criteria to ensure that only the most relevant and high-quality research was included. Once the studies were
identified, data extraction focused on critical variables such as study design, technology (blockchain or AI), and critical
financial service risk management findings. The extracted data were then systematically analyzed to identify common
trends, challenges, and the efficacy of each technology. The steps of the methodology are comprehensively summarised
below.

This approach to research design was taken by the methodologies used in previously published meta-analyses by several
authors. These authors have highlighted the importance of meta-analysis in identifying technological trends and impacts
within financial and technological sectors (Bergmann et al., 2023; De Bakker et al., 2010; Kutowaroo et al., 2023; Mishra
et al., 2024). The studies suggested that combining larger datasets from various studies can improve clarity and under-
standing of complex subjects like fintech applications in risk management.

Search for Relevance

A comprehensive search strategy was conducted using Scopus and Google Scholar to ensure the most relevant and up-
to-date research was included. The search focused on studies published between 2019 and 2024, comprised of the most
recent advancements in blockchain and AI technologies in the context of risk management within financial services. Data-
base searches of blockchain for risk management in financial services were conducted using the keyword search "block-
chain operational risk", "blockchain compliance in finance", "blockchain efficacy in financial services", "blockchain applica-
tions in financial risk management" and "blockchain challenges in financial services", while for the search of Al-based
studies, the keywords and phrases search were "Al risk management in finance", "Al financial risk prediction”, "Al adoption
in financial risk management", "Al applications in financial services" and "Al limitations in financial services".

Criteria for Inclusion and Exclusion of Studies

The specific inclusion/exclusion criteria maintained the relevancy and integrity of the study for conducting meta-analysis.
Studies published between 2019 and 2024 focusing on adopting Al and blockchain technology in financial services for
different sectors and providing empirical evidence of the efficacy of these technologies were included. Additionally, peer-
reviewed journal articles, conference papers, and literature reviews were included due to their substantial contributions to
understanding fintech's role in mitigating financial risks.

However, studies that did not meet the time frame of the literature search (published before 2019), either they were
relevant or focused on the efficacy of targeted technologies, were excluded. Additionally, theoretical papers without any
empirical evidence and those concentrating only on technical aspects of blockchain or AI without exploring their risk
management applications were excluded. This approach ensured that only the most relevant, high-quality, and appropriate
studies were used in the meta-analysis.

Data Collection Process

The data extraction process for this meta-analysis was meticulously designed to capture crucial information from the
selected studies, ultimately evaluating the role of blockchain and artificial intelligence (AI) in financial risk management. A
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total of 36 studies were included after a thorough screening process, and a PRISMA flow diagram (Owm6ka! UcTouHnk
CCbIJIKM He HalpaeH.) was created to represent the selection process visually. Initially, the studies were analyzed using
literature review, case reports, etc. Another critical step of the extraction process was identifying the technological focus
of each study, categorizing them based on whether they examined blockchain or AL This allowed for a clear difference
between the two risk management financial services analysis technologies.

The studies were analyzed using blockchain and Al in financial risk management, focusing on their efficacy in addressing
operational, compliance, financial, credit, or market risks. Quantitative evidence and comparisons were extracted, providing
a practical view of these technologies. However, the studies that identified disadvantages, such as technical issues, regu-
latory policies, and technique limitations, were also analyzed. This structured extraction ensured a comprehensive com-
parison analysis of blockchain and Al in financial risk management, highlighting trending research and challenges in finan-
cial services.

IDENTIFICATION OF STUDIES VIA DATABASES ONLY

Records identified from*:
= Records removed before the screening:.
]
" Databases
g _| Duplicate records removed (n = 276)
Lad
5
Scopus and Google Scholar
] P 9 Records marked as ineligible by
2 automation tools (n = 367)
(n = 1,567)

v

| Records screened (n = 924) |—>| Records excluded** (n = 412) |

|

g v
§ | Reports sought for retrieval (n = 512) |—>| Reports not retrieved (n = 167) |
7 v
0 Reports excluded:
| Reports assessed for eligibility (n = 345)
— ¢ Non-open Access (n = 179)
Studies induded in the review Does not have empirical data and results
g (n = 95)
°
3 n=234
T=a ( ) Not specified to risk management (n = 37)
= Reports of included studies
— etc.

Figure 2. PRISMA Flow Diagram.

Meta-analysis by plots

The forest plots and summary tables were generated using Meta-Essentials, a user-friendly statistical tool designed for
conducting meta-analyses. Meta-Essentials offers comprehensive functionalities for calculating effect sizes, confidence
intervals (CI), and pooled estimates using both fixed and random effects models, ensuring accurate and transparent
interpretation of meta-analytic data. The forest plots were created for two groups of studies: Al-based and Blockchain-
based, each with 17 studies. These plots visually represent each study's effect size and confidence interval, with individual
points and error bars indicating the precision of the results. A central reference line at "one" highlights the position of
effect sizes relative to no effect, while combined effect sizes, calculated through both fixed and random models, are marked
at the bottom of each plot to summarize the overall impact of each technology on risk management (Andrade, 2020).
Additionally, funnel plots were created to assess publication bias, ensuring the reliability and completeness of the analyzed
literature.

Results Synthesis

The results of the included studies were analyzed using Excel to create visuals and statistical graphical representations of
the manually extracted data. Summary tables comprise specific information from the 36 included studies that analyzed the
efficacy of Al and blockchain in financial services. The analysis also comprises various diagrams, such as bar graphs and
pie charts, highlighting trends for the efficacy of these technologies, including their challenges and limitations. These
results are considered an essential aspect of analyzing the trends of Al and blockchain technology trends in financial
sectors.
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RESULTS AND DISCUSSION

Analysis of Blockchain Technology

The analysis of included studies based on blockchain technology has been summarised in Table 18.

Table 18. Summary of Blockchain Technology Applications in Financial Sectors with Key Themes, Challenges, and Benefits.

No Studies Financial Sector Key Themes Challenges Noted Benefits Identified
. . - L Increased Regulatory
1 | (Collomb et al., 2019) Fundraising (IPOs, IC0s) | hegulation, Risk Equiva- | Regulatory Ambiguity, Compliance, Transpar-
lence, Compliance Compliance Challenges ency
FinTech Impact, . _ . " . ~
2 (Chang et al., 2020) General Financial Sector Knowledge Sharing, Egggliggetﬁg'gg} riBeI(rJ;k Eg:sle%tng:::éa'lrzz‘:ra
Blockchain Adoption P 4
- : ] Reduction in Trust De-
3 (Varma, 2019) General Financial Sector Decentralization, Trust, Trust Issues in C.e”.tfa"za‘ pendency, Enhanced Se-
Cryptocurrency Impact tion, System Reliability curity
Supply Chain Manage- Transparency, Risk Man- VUCA Environment, OSCM | Improved Risk Manage-
4 (Chowdhury et al., 2023) ment agement, OSCM Adoption | Adoption ment, Transparency
Sharia€™ah Compliance, . . -
) - d Operational Risks, Smart Cost Reduction, Enhanced
5 (Atova & Tayachi, 2019) Islamic Finance S|_11art Contr_acts, Credit Contract Acceptance Shari4€™ah Compliance
Risk Reduction
. ) . Decentralization, Financial | Decentralization Risks, Improved Security, Lower
6 (Polyviou et al., 2019) General Financial Sector Transformation, Trust Trust Tssues Costs
7 (Grima et al., 2021) General Finandial Sector BIoclfchaln Use_Cases, Fi- BIoclfc_haln A_doptlon in Enhanced Efficiency, Se-
nancial Revolution Traditional Finance curity Improvement
Digital Risk Resilience, L . Compliance with EU
8 | (Scott et al., 2024) Insurance Compliance, EU Regula- Timeliness, Integration Standards, Operational
: Challenges L
tions Resilience
Credit Risk, Machine . . . -
) A - ! g Data Complexity, Machine | Accurate Risk Predictions,
9 (Li et al., 2024) Credit Risk Management It_iia:]rnlng, Fraud Reduc Learning Limitations Fraud Detection
) o ] : . . Accurate Risk Warning,
10 | (U, 2024) Financial Risk Manage- F|nar_1C|_aI Early Warning, Rlsk_Accuracy, Data In- Predictive Financial Secu-
ment Predictive Accuracy tegrity rity
| Fraud Detection Complex- .
11 | (Deng et al., 2024) General Financial Sector S_mart C ontr_acts, Au_toma ity, Smart Contract Auto- Im proved C°f‘”a“ secu
tion, Financial Security mation rity, Automation Benefits
. . g Risk Management, Supply L } Improved Decision-Mak-
12 (2'3%')” & Montgomery, | Supply Chain Manage Chain, COVID-19 Re- Adoption n Crises, Tech™ | ing, Supply Chain Trans-
sponse 9 P parency
. Credit Risk, Regulatory . Enhanced Credit Risk
13 (Dashottar & Srivastava, Banking Sector Framework, Information Information Asym_m etry, Management, Data-Driven
2021) Regulatory Compliance L
Asymmetry Decisions
14 | (Mishra & Kaushik, 2023) General Finandial Sector Peer-to-Peelj, Security, System Complexity, Secu- | Cost I?fﬁoency, Enhanced
Cost Reduction rity Measures Security
15 | (U, 2023) Financial and Monetary Digital Finance, Security, Data Security, Risk Man- Improved Financial Stabil-
! Sector Blockchain Evaluation agement Accuracy ity, Blockchain Efficacy
16 | (Odeyemi et al., 2024) General Finandial Sector Security, AL I‘ntegrat|on, Inte;gratlon of AI, Block- Enhanced Se.curlty, Regu-
Fraud Detection chain Synergies latory Compliance
Cryptography, Decentrali-
17 | (Ahmad et al., 2023) Financial Sector Security zation, Financial Transfor- Cryptqgraphy Challenges, Ir_nprO\_/ed Tran_sparency,
mation Security Issues Financial Security

Figure 3 highlights the number of publications on blockchain technology between 2018 and 2024, with a clear trend of
increased growth since 2020. Although the study in the field of blockchain was increasing, the advent of COVID-19 accel-
erated the search for a decentralized and secure solution in the banking sector. The pandemic has highlighted weaknesses
in conventional financial systems in risk management, transparency, and operational readiness. Blockchain, a solution, is
being explored in the fintech industry to mitigate post-COVID financial risks. Research on fintech's effectiveness in risk
management addresses these challenges, highlighting the need for improved operational readiness.

These results align with the previously published scholarly works included in the dataset. According to the analysis of these
studies, Grima et al. (2021) highlighted that the COVID-19 pandemic significantly accelerated the adoption of blockchain
technology, particularly in the financial sector and supply chain management (Grima et al., 2021). As financial services
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faced a 38% rise in cyberattacks due to increased dependency on ICT during the pandemic, traditional systems struggled
to address growing digital threats (Commission, 2020). Chowdhury et al. (2023) highlighted these exposed vulnerabilities
and the need for more secure, transparent, and resilient systems. Blockchain technology emerged as a critical solution,
enhancing processes' reliability, accuracy, and incorruptibility, making it an attractive tool for managing risks in uncertain,
complex environments (Chowdhury et al., 2023). By providing greater transparency and accountability, blockchain has
proven invaluable in strengthening risk management frameworks during crises like the pandemic.

20000
18000
16000
14000
12000
10000

8000

6000

Number of Publications

4000
2000

2017 2018 2019 2020 2021 2022 2023 2024
Years

Figure 3. Growth of Publications in Blockchain Technology, 2018-2024.

The pie chart in Figure 4 highlights the significant role of blockchain technology in security, with six studies focusing on
enhancing security protocols. Transparency is explored in four studies, while fraud detection and credit risk reduction in
operational risk mitigation receive moderate attention. Blockchain is also used to prevent fraudulent activities and
strengthen financial stability. However, decentralization, knowledge sharing, and automated risk response are still in the
development stages for their application in risk management.

1 3 Credit Risk Reduction
Security

® Fraud Detection

H Transparency
Risk Assessment

m Operational Risk Resilience
Risk Control (via storage, etc.)
Knowledge Sharing
Decentralization

Early Warning Systems

m Automated Risk Response

Figure 4. Distribution of Studies on Risk Management Aspects Addressed by Blockchain Technology.

The analysis of included studies based on Al technology has been summarised in Table 19.
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Table 19. Summary of Blockchain Technology Applications in Financial Sectors with Key Themes, Challenges, and Benefits.

No Studies Financial Sector Key Themes Challenges Noted Benefits Identified
Al-driven Robo-Advisors, g : )
1 | (Barile et al., 2024) Banking Personalization, Invest- Lack of Human Interac Cost Reduction, Personal
] tion, Customer Trust ized Advice
ment Automation
Al Techniques, Chal- ] . X . )
2 (Cao, 2022) General Financial Sector lenges, Opportunities in Data_Comp_IeX|ty, Ethical Injproved Fln.anaal Qper
: Considerations ations, AI-Driven Insights
Finance
Machine Learning for I ~ .
3 | (Mhlanga, 2021) Banking and Credit Credit Risk, Financial In- | D2ta Availability, Infor Enhanced Credit Access,
dlusion mation Asymmetry Risk Reduction
) Al in Robo-Advisors, Technology Familiarity, Wider Consumer Reach,
4 (Belanche et al., 2019) FinTech Adoption Factors Consumer Skepticism Adaptability
5 (Mohan et al., 2024) General Finandial Sector F_raud DeFectlo_n_, AI_Tech— Al Bias, Systemic Risk, F_raud Detection Effi-
niques, Risk Mitigation Data Governance ciency, Accuracy
Al Techniques in Fraud ] . - g
6 (Gayam, 2021) General Financial Sector Detection, Anomaly De- u'g: r?rlse Positives, Rgal Zlme F'[al;d [_)er.t'ec
tection odel Transparency tion, Anomaly Insights
Al for Stock Prediction, e
7 | (Pattyam, 2021) Financial Markets Risk Management, Auto- aDtaiIti? Volume, Market Vol- tA:;l;rtE:; ;;i?s'ic;:;ns’ Au-
mated Trading ¥
A ] Robo-Advisors Adoption, Cultural Differences, Consumer Trust, Service
8 (Sabir et al., 2023) FinTech Consumer Perception Adoption Barriers Customization
: Robo-Advisors, Consumer - .
9 (Fatima & Chakraborty, Investment (India) Trust, Performance Ex- Human vs Al Preferences, | Risk Reduction, Imp_)roved
2024) - Trust Issues Investment Strategies
pectations
. . Al Risk Management, . Proactive Risk Manage-
10 | (Nimmagadda, 2020) Sggtl::qr;gn,tmsurance, In Data-Driven Decision gsézrintegratlon, Model ment, Better Decision
Making R Making
Al Predictive Analytics, ; i .
11 | (Javaid, 2024c) General Financial Sector Decision-Making, Risk As- Data_ V_qume, Accuracy in Pr.e.d|ct!ve Accuracy, Risk
Predictions Mitigation
sessment
Al and Blockchain Inte- ] .
12 | (Javaid, 2024b) Insurance gration, Insurance Secu- Data Security, Al Integra- | Improved Security, Trans-
Hity tion Complexity parency
' Financial Accounting and Al in Financial Automa- Unstructured Data, Deci- Cost Efficiency, Enhanced
13 | (Nimmagadda, 2021) Management tion, Efficiency, RPA sion Complexity Accuracy
) . Fraud Detection, Al Algo- Scalability, Real-Time De- Better Fraud Detection,
14 | (Zhan etal., 2024) General Financial Sector rithms, Machine Learning tection Risk Insights
) . Al for Fraud Detection, System Complexity, Real-Time Monitoring,
15 | (Potla, 2023) General Financial Sector Transaction Monitoring Scalability Transaction Accuracy
16 | (zand, 2020) Anti-Money Laundering Al in AML, Rlsk Mitigation, | AL Tru;t, Explainability, Enhanced AMIT Systems,
Data Analysis Compliance Fraud Prevention
Blockchain for Financial . . . .
. ) . ) . : Data Security, Blockchain Improved Security, Risk
17 | (Javaid et al., 2022) General Financial Sector Services, Security, Risk Integration Management
Management

The graph in Figure 1, derived from the Dimensions with the application of the technology domain and years of analysis
filter, highlighted the growing interest in Al in financial risk management by the increasing number of published papers.
Since 2018, the popularity and academic attention have grown, with the number of publications tripled by 2024. Al is a
critical technology enhancement method that helps the banking industry manage large volumes of data in real-time for
risk assessment. It can identify market, fraud, and credit risks, change the nature of activities, and protect financial or-
ganizations from risks and threats. AI's contribution to stabilizing and securing financial systems will increase as technology
advances, providing more possibilities to address emerging risks that were hardly predicted.

The financial industry is applying Al significantly in fraud prevention, enhancing security, and reducing risk. The pie chart
in Figure 5 shows how AI assists financial institutions in detecting fraud, estimating risks, and adhering to regulations.
Other applications include credit risk assessment and customer-differentiated analysis, which helps make informed credit
decisions in financial services. Al also enhances operations by removing manual delays and removing delays associated
with manual operations. Additionally, robot advice is emerging, providing clients with investment advice at a lower cost
than traditional financial advisors. However, Al-based solutions are commonly accepted to enhance security, support better
decisions, and optimize risk management in the finance sectors.
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Predictive Models for Risk Assessment
Dynamic Customer Segmentation
= Fraud Detection
H Anti-Money Laundering (AML)
B Addressing Financial Challenges Using AI
m Credit Risk Evaluation
Fraud Detection and Data Security
Automating Financial Processes
Financial Security
Anomaly Detection and Pattern Recognition
m Stock Prediction and Risk Management

B Robo-Advisors

AlI-Powered Risk Management and Portfolio Optimization

Figure 5. Distribution of AI Applications in Financial Risk and Security.

Statistical Analysis
Al-Based Studies

The forest plot for Al-based studies (Figure 6) shows that Al has a strong positive impact on financial risk management,
with an effect size of 1.07 (95% CI: 0.33, 1.80, p = 0.001). This means Al significantly improves how financial risks are
assessed and managed. The results are statistically strong, confirming AI's role in making risk-related decisions more
effective. However, there is some variation among studies (12 = 96.97%), likely due to differences in how Al is applied.
Overall, the findings highlight Al as a valuable tool for financial risk management, offering great potential for future
improvements and innovations.
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Figure 6. AI-Based Studies Forest Plot based on Effect sizes of AI on financial risk management.

The publication bias assessment using the Trim-and-Fill method identified no missing studies, indicating a low risk of bias,
as shown in Figure 7. The funnel plot appeared symmetrical, and the adjusted effect size remains consistent at 0.05,
suggesting that small-study effects or selective reporting are unlikely to influence the findings. However, the high hetero-
geneity (I2 = 96.97%) indicates substantial variability across studies. Egger’s regression test did not detect significant
publication bias (p = 0.366), with an intercept of -9.09 (95% CI: -30.23 to 12.05). Similarly, Begg and Mazumdar’s test
(Kendall's Tau = -0.08, p = 0.366) further supports the absence of bias.
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Figure 7. Funnel Plot for AI-based studies.

Blockchain-Based Studies

The results of the meta-analysis (Figure 8) suggest a positive impact of blockchain-based approaches on financial risk
management, with a pooled effect size of 1.07 (95% CI: 0.33, 1.80). The statistical significance (p = 0.001) supports
blockchain’s potential in this domain. However, the high heterogeneity (12 = 96.97%) indicates variability among studies,
suggesting that effects may differ based on context and implementation. The prediction interval (-1.56 to 3.69) highlights
some uncertainty, but the overall trend leans toward a beneficial influence. While further research is needed, these findings
provide encouraging evidence for blockchain’s role in improving financial risk management.
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Figure 8. Forest Plot based on blockchain-based studies on Effect sizes on financial risk management.

The funnel plot in Figure 9 shows a symmetrical distribution of studies, suggesting minimal publication bias. The combined
effect size is 1.06 (95% CI: 0.93 to 1.19), with no imputed missing studies using the Trim and Fill method. Egger’s
regression test (p = 0.366) and Begg & Mazumdar’s rank correlation test (p = 0.366) indicate no significant small-study
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effects. However, high heterogeneity (I2 = 96.97%) suggests substantial variation among studies. Prediction intervals (-
1.46 to 3.58) highlight uncertainty in future study effects. Overall, while bias appears low, heterogeneity suggests
differences in study populations, methodologies, or interventions that should be further explored.
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Figure 9. Funnel Plot for Blockchain-based studies.

Theoretical Analysis
Artificial Intelligence

Incorporating AI within the financial services sector has transformed conventional practices, enabling financial institutions
to enhance their decision-making and operational processes. Al-driven applications, such as robo-advisors, are redefining
investment strategies by providing personalized and cost-effective financial advice rooted in advanced algorithms
(Belanche et al., 2019). These robo-advisors employ Al to alleviate behavioural biases that often influence investment
decision-making, resulting in a more objective approach to portfolio management and asset allocation. Research indicates
a dual character of robo-advisory systems, asserting that while fully automated platforms demonstrate efficiency, a hybrid
model that integrates human expertise more effectively addresses customer needs, particularly in complex decision-making
contexts.

Al has shown potential in managing credit risk, particularly in emerging economies, by utilizing machine learning techniques
(Scott et al., 2024). These Al models can analyze alternative data sources, including publicly available information, thereby
overcoming traditional challenges associated with credit assessment and fostering financial inclusion for underbanked
populations. This phenomenon suggests that Al's capability to process diverse datasets empowers financial institutions to
perform thorough risk assessments, ensuring that even marginalized individuals can access credit.

Al's predictive capabilities have yielded significant advancements in the fraud detection domain. Machine learning algo-
rithms that can identify real-time anomalies have rendered traditional rule-based systems less effective, reducing false
positives and enhancing financial security (Javaid, 2024b; Nimmagadda, 2021). Furthermore, Al techniques, such as deep
learning models, have proven proficient in detecting intricate fraudulent patterns within extensive datasets. This trans-
formative capability not only reshapes the landscape of fraud detection but also adapts to emerging fraudulent techniques,
consequently mitigating operational risks and minimizing financial losses (Gayam, 2021; Mohan et al., 2024; Potla, 2023).

Blockchain Technology

Blockchain technology, initially popularized through the advent of cryptocurrencies, has subsequently found various appli-
cations within the financial sector to deliver distinct advantages concerning transparency, security, and decentralization
(Varma, 2019). The technology, also known as a decentralized ledger in blockchain, is an alternative to traditional central-
ized financial systems, particularly in scenarios marked by crises that have weakened trust in conventional institutions.
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The global financial crisis, for instance, vulnerabilities associated with traditional banks and financial institutions, resulted
in an increased interest in blockchain's capacity to function without any failure (Dashottar & Srivastava, 2021; Mishra &
Kaushik, 2023).

In supply chain finance, blockchain has demonstrated its efficacy as a robust solution to enhance visibility and accounta-
bility. It proves particularly beneficial in managing risks under volatile business conditions, including crises and pandemics,
by providing transparency alongside secure and traceable transactions. The incorporation of blockchain technology into
supply chain finance not only mitigates risk but also refines decision-making processes through the assurance of data
integrity and accuracy (Chowdhury et al., 2023; Mohan et al., 2024).

Islamic finance has emerged as a distinctly aligned sector with blockchain technology. The transparency and security that
blockchain offers are congruent with Shari'ah principles, fostering trust among financial participants. Furthermore, imple-
menting blockchain-based smart contracts within Islamic finance introduces a Shari'ah-compliant framework for the auto-
mation and security of financial transactions, consequently reducing operational risks and bolstering the reliability of credit
assessments. These smart contracts effectively eliminate the uncertainties traditionally associated with conventional agree-
ments, thereby facilitating compliance with Islamic law (Atova & Tayachi, 2019).

Comparative Analysis of Blockchain and AT

With risk management in the context of the financial sector, both AI and blockchain technologies have distinct advantages
and limitations. Al is highly effective in predictive analysis and continuous and progressive customer categorization, as has
been found in Javaid (2024a), which discusses the application of Al in analysis and decision-making processes (Javaid,
2024a). Machine learning models are relatively efficient in handling large amounts of data to find patterns and deviations,
which improves risk management approaches. For instance, Javaid (2024b) provides a real-life example of how, currently,
artificial intelligence greatly enhances accuracy in fraud detection in real-time (Javaid, 2024b). However, issues like data
quality, transparency, and the 'black box' nature associated with many Al applications can be limitations.

Moreover, blockchain technology has unique features that make its applicability in increasing transparency and security of
financial transactions more suitable. Some examples of blockchain benefits described by authors are cost reduction and
increased security, which ensure the formation of trust between participants, such as in Mishra & Kaushik (2023) (Mishra
& Kaushik, 2023). This is especially helpful in industries such as credit risk assessment, where timely and accurate infor-
mation sharing reduces risks significantly (Li, 2023). However, one of the significant challenges that have emerged when
applying blockchain to an already existing financial system is scalability and regulation, as observed by Chang et al. (2020)
and Varma (2019) (Chang et al., 2020; Varma, 2019). The issues affecting the progression rate of technology in the
financial sector are weak processing capacities and those arising from implementing regulatory measures.

Multi-Criteria Decision Analysis (MCDA) for AI and Blockchain

To assess the effectiveness of Al and blockchain in managing financial challenges, a Multi-Criteria Decision Analysis (MCDA)
was conducted using four critical evaluation criteria: Practicality, Expandability, Protection, and Speed. These criteria were
weighted explicitly according to the needs of different financial issues; this means that only the most important aspects
were considered, with priorities set according to the needs of particular domains. For example, in the application of fraud
detection, the level of security concern was ranked higher (0.4) than that of efficiency (0.3), while cost and scalability
were considered less important factors (0.2 and 0.1, respectively). Moreover, an essential factor for cross-border payments
was scalability, with a score of 0.4, which showed how important it is to have a safe and efficient system when handling
many transactions. They scored AI and blockchain technologies on a scale of 1 to 5 for each criterion, evaluating how well
each technology addresses that criterion in the context of different financial problems.

The weighted summation formula was utilized, allowing us to rank each technology's effectiveness based on a numerical
evaluation.

Total Score =3 (Wi xSi)

The process included the distribution of ratings from 1 to 5 to each of the specified categories of the financial challenge
concerning AI and blockchain technologies (Table). The key strength of Al was found to be in delivering performance
efficiency, including the immediate identification of fraudulent transactions or complex data patterns, which translated into
higher rates of fraud identification and credit rating. However, blockchain provided better security and data integrity
results, scoring higher in cases where security and prevention of any data alteration were essential. While credit scoring

DOI: 10.55643/fcaptp.2.61.2025.4698 421


https://fkd.net.ua/
https://www.fta.org.ua/

®IHAHCOBO-KPEAUTHA AIANbHICTb: MPOBEMM TEOPIT TA MPAKTUKM
Tom 2 (61), 2025

was also aligned with Al's strengths in big data analysis for accurate predictions, the possibility of incorruptible records
was a significant value proposition of blockchain.

Blockchain led cross-border payments because of its scalability and intrinsic security in bearably international transactions.
The reason was that blockchain is a primary technology for supply chain finance, particularly when tracking transactions
in large and intricate supply chain networks. In the regulatory compliance context, Al also proved to be flexible and good
at processing jobs because of the ability to adjust to changing regulations.

Table 5. Multi-Criteria Decision Analysis (MCDA) Scores for AI and Blockchain in Various Financial Challenges. Note: - the comprehensive
table from the Multi-Criteria Decision Analysis (MCDA) comparing AI and blockchain for each financial problem

Financial Problem Technology Cost Scalability Security Efficiency Weighted Score

Fraud Detection Al 4 3 4 5 4.0
Blockchain 3 3 5 4 4.0

Credit Scoring Al 3 3 4 4 3.6
Blockchain 2 3 5 3 3.4

Cross-border Payments Al 2 4 3 3 3.2
Blockchain 3 5 5 3 4.4

Supply Chain Finance AL 3 4 4 3 3.6
Blockchain 3 5 5 4 4.4

Regulatory Compliance Al 3 3 4 4 3.6
Blockchain 4 4 5 3 4.1*

The analysis suggested that Al is most suitable for applications with high regression complexity and short decision-making
cycles, such as fraud detection and credit scoring. Moreover, blockchain is most useful where the integrity of records is
paramount, where there is a need to show data transparently, or where the data has to be secured, as in the case of
cross-border payments and regulatory compliance. This complementary relationship implies that combining the best fea-
tures of Al and blockchain, combining the speed of Al decision-making with the security of blockchain structures in the
financial industry would result in the most effective solution for financial risk management.

Theoretical Implications and Practical Applications

The analysis of this study indicates that a hybrid integration of AI and blockchain technology may vyield the most compre-
hensive solutions within the financial services sector. The predictive capabilities of Al can be effectively combined with the
secure infrastructure provided by blockchain, thereby facilitating the development of a more resilient financial ecosystem.
For instance, Al systems can identify fraud risks in real-time, while blockchain technology guarantees all transactions'
transparency and tamper-proof nature. This synergistic combination effectively addresses the inherent shortcomings of
both technologies, thereby providing a holistic framework for risk management and enhancing operational efficiency
(Karger, 2020).

The reviewed studies highlighted the importance of developing governance structures that would respond to the new
challenges posed by these enhanced technologies. Al and blockchain necessitate appropriate oversight mechanisms to
mitigate data integrity risks and ensure compliance with regulatory standards. Future research should prioritize formulating
standardized methodologies for integrating Al and blockchain within financial contexts, ensuring these technologies are
scalable, secure, and ethically sound.

Theoretical Framework

The Integrated Risk Management Framework (IRMF), introduced in this study as Figure 10, is an innovative approach to
improving risk management in the financial industry by leveraging Al's potential, specifically predictive analytics and block-
chain technologies for data securities. While AI has excellent command at recognizing risk patterns and mitigating possible
risks, researchers have reported that using Al introduces issues such as data quality and hidden AI decision-making struc-
tures that need to be supervised by ethicists. Moreover, blockchain guarantees trust and transparency by recording de-
centralized transactions that can only be altered through very complex processes, which are essential, especially in credit
risk assessment. The IRMF also proposes adaptive governance to facilitate an organization's ability to adapt to changes in
financial risks while maintaining compliance with the law and ethical practices. This framework represents a quantum leap
from conventional systems as it integrates two of the most powerful engines, Al and blockchain, but the level of its practical
activity depends on several technical factors: the openness of AI models and the growth of blockchain.
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Figure 10. Integrated Risk Management Framework (IRMF) Utilizing AI and Blockchain for Enhanced Financial Risk Management.

Comparative Analysis

Three established risk management frameworks were selected to effectively compare the Integrated Risk Management
Framework (IRMF) with traditional methods, including COSO ERM, ISO 31000, and Basel III. These frameworks were
chosen due to their widespread adoption, influence, and relevance in the financial sector. The comparative analysis of this

framework with IRMF is represented in Table 6.

Table 6. Comparative Analysis: IRMF vs. Real-World Risk Management Frameworks.

COSO ERM Framework

1SO 31000

Basel II1

IRMF

IRMF Advantage

Data Analysis

Focuses on qualitative risk
assessment

Primarily qualitative risk
analysis with guidelines

Quantitative risk modelling
for banking institutions

Al-driven predictive analyt-
ics for real-time, dynamic
risk detection

More accurate, adaptable,
and proactive risk manage-
ment

Data Security

It relies on traditional, cen-
tralized data storage

It does not emphasize data
security

Centralized risk data aggre-
gation requirements

Blockchain-enabled data in-
tegrity with tamper-proof
records

Higher transparency, secu-
rity, and reduced risk of
data manipulation

Decision-Making

Manual and structured risk
assessment processes

Emphasis on leadership-
driven decision-making

Quantitative metrics for de-
cision-making

Al-powered automated de-
cision-making based on
large data sets

Faster, unbiased, and data-
driven decision-making

Compliance & Auditing

Requires structured inter-
nal controls

Promotes compliance
through risk guidelines

Heavy regulatory focus on
capital adequacy

Automated auditing with
blockchain provides a se-
cure audit trail

Streamlined compliance
and faster audit processes

Scalability

Limited flexibility with or-
ganizational structure

Flexible but not technologi-
cally integrated

Banking-specific, not easily
transferable to other sec-
tors

Designed for scalability
with modular components

Easier integration with ex-
isting systems and expan-
sion as needed

Regulatory Adaptability

Structured for organiza-
tional compliance

General guidelines for risk
adaptation

Focuses on financial regu-
lations and banking stand-
ards

Adaptive risk governance
for dynamic response to
evolving risks

Increased flexibility to
meet new regulatory
standards

Fraud Detection

It relies on internal controls
and periodic reviews

There is no specific focus
on fraud detection

Encourages robust internal
controls for fraud preven-
tion

Al-based real-time fraud
detection and pattern
recognition

More effective fraud pre-
vention and quicker re-
sponse times

Cost Efficiency

Manual processes increase
operational costs

Emphasizes effective re-
source use

High compliance costs due
to stringent requirements

Al and blockchain reduce
manual interventions and
streamline processes

Lower long-term costs and
increased operational effi-
ciency

Interoperability

Not technology-focused,
limited system connectivity

Focus on risk communica-
tion within an organization

Limited to financial institu-
tions and compliance with
banking standards

Scalability and interopera-
bility framework for seam-
less integration

Enhanced collaboration and
data sharing across plat-
forms
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Applications of IRMF

To understand the real-world application of the IRMF, Table comprises specific examples of how Al and blockchain can
be utilized in various areas of the finance industry. The following Table 7 applications highlight examples of how the
proposed IRMF can improve risk management, decision-making, and data security to address the difficulties experienced
by conventional financial systems.

Table 7. Real-World Applications of the Integrated Risk Management Framework (IRMF) in Financial Sectors with Benefits.

Financial Sector

Application of Theoretical Framework (IRMF)

Benefits

Banking

AlI-driven fraud detection and customer classification
Blockchain for secure credit risk assessments

Predictive analytics for market trends and investment strate-
gies

Reduces fraud losses and enhances trust
More accurate risk assessments
Optimized investment portfolios with real-time data

Supply Chain Fi-
nance

Al for predictive analytics in inventory management
Blockchain for transparent tracking of goods and transactions

Minimizes stockouts and excess inventory

Enhances supply chain visibility and trust between part-
ners

Insurance

Al-based customer profiling for personalized insurance plans
Blockchain to securely validate claims

Improved customer satisfaction with tailored plans
Faster and more secure claims processing

Investment and As-
set Management

Al for predicting stock performance and risk exposure

Blockchain for securing transactions and verifying asset owner-
ship

Increases return on investment with more innovative
strategies

Enhances security and authenticity in asset transactions

Retail Banking

Al to provide personalized financial advice and recommenda-
tions. Blockchain for secure customer data storage

Enhanced customer satisfaction through customized ser-
vices

Reduced risk of data breaches

Credit Scoring

Al to analyze alternative data sources (social behaviour, trans-
action history)

Blockchain to store immutable credit history

More accurate credit scoring, reducing default rates
Greater transparency in credit decision-making

Regulatory Compli-
ance

Al for monitoring transactions to detect money laundering

Blockchain for creating a secure audit trail for regulatory com-
pliance

Improved compliance with regulations
Transparent, easily traceable records for audits

Trading Platforms

Al for detecting unusual trading patterns (fraudulent trades)
Blockchain to secure trade data and ensure transparency

Enhanced market stability and reduced manipulation risks
Transparent and immutable trade records

Wealth Management

Al to create customized wealth management plans.
Blockchain for secure and verifiable digital asset transactions

More personalized client portfolios
Higher security in handling digital assets

Microfinance

Al will assess the loan eligibility of underserved populations.

Blockchain to ensure secure, transparent microloan transac-
tions

Broader access to financial services

Increased trust and reduced risks for both lender and
borrower

Crossborder-Pay-
ments

Al will detect unusual transaction patterns for fraud preven-
tion. Blockchain for faster, more secure international payment
transfers

Reduced transaction costs and times

Greater transparency and security in international trans-
actions

Future Challenges

Integrating IRMF with Al and blockchain can generate challenges such as cost. Implementing Al-based analytics and
blockchain infrastructure requires substantial initial investment, which may cause hindrances due to budget concerns. A
phased strategy can mitigate these costs, focusing first on high-impact areas like fraud detection and credit scoring.
Another challenge includes staff training and adaptation. Employees must adapt to new tools and processes introduced by
Al and blockchain systems. Investment in training sessions and partnerships with technology experts can support this
transition, ensuring long-term success and the development of in-house expertise (Cao, 2022).

Moreover, compatibility with existing technological infrastructure can also become challenging, as legacy systems may not
easily support AI and blockchain functionalities (Bhumichai et al., 2024). Upgrading these systems can be costly and time-
intensive. To overcome this challenge, middleware solutions can connect legacy systems with new technologies, allowing
for a gradual integration without a complete overhaul. Scalability and interoperability are additional concerns, particularly
in handling blockchain's transaction speed and network capacity (Hussain & Al-Turjman, 2021). The IRMF's modular design
addresses these issues, providing a framework for gradual adoption while maintaining system integrity, ensuring it can
adapt to evolving organizational needs without sacrificing efficiency.
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Limitations

The limitation of this meta-analysis can be the random selection of the studies, which might result in data heterogeneity.
Different methodologies, scopes, and aim identification might affect the consistent integration of these technologies in
financial services. Future research should focus on sector-specific meta-analyses that precisely compare the efficacy of Al
and blockchain across specific financial sectors. This approach can enhance the generalizability of the findings.

Future Directions

Future research should focus on sector-specific meta-analyses to compare the effects of both AI and blockchain with
increased accuracy in the selected financial sectors. Moreover, stressing the use of standardized methodologies can also
minimize data heterogeneity.

CONCLUSIONS

The meta-analysis demonstrates that AI and blockchain are transformative for risk management in financial services.
Blockchain offers transparency and security, effectively supporting identity verification and fraud prevention, while Al
excels in predictive analytics for fraud detection and credit scoring. Although blockchain's impact on compliance remains
limited, it strengthens data integrity, an essential feature in financial transactions. Al's predictive capabilities have empow-
ered institutions to identify and manage risks proactively. Integrating these technologies can provide a robust framework
for addressing emerging financial threats. Future research should focus on sector-specific applications to refine the future
of Al and blockchain.
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y Scopus i Google Scholar i3 4OTpUMaHHSM XOPCTKMX KpUTEPIiB BKIOYEHHS NpU3BIB A0 Biabopy 36 AocCnigKeHb Ans aHa-
nisy. Jlicosi ginsHku Ta 3BeaeHi Tabnuui 6ynu cTBopeHi 3a gonomorot Meta-Essentials, cTaTUCTUUHOMO iIHCTPYMEHTY Anst
MeTaaHanisy, kUi obuncoe posMipu edekTiB, AoBipYi iHTEPBaANM Ta 00'€AHaHI OLIHKM 3 BUKOPUCTAHHAM Moaenen gik-
COBaHuX i BUNazaKoBux ecekTiB Ans TOYHOI iHTeprpeTauii. MeTaaHani3 nokasas, WO TexHonoris 61okyelH niapuwye di-
HaHcoBY 6e3reky Ta npo3opicTb, ocobnueo nicns COVID, ycyBatouu onepauiiHi pusuku 3i CKPOMHUM, ane He3HaYHWUM
edektoM (HR = 1,04, 95% AI: 0,99-1,10, p = 0,11). LLUITy4HWI1 iHTENEKT NPOAEMOHCTPYBAB HEMTPaNbHWUIA BNIUB Ha Y-
paBniHHs pusnkamm (HR = 0,99, 95% Al: 0,94-1,04, p = 0,71), ane BiA3HAUMNBCS Y BUSIBNIEHHI LIAXPACTBA Ta NPOrHO3Hil
aHanitvui. AHanis BOPOHKOBMX AiNISIHOK MOKa3aB MiHIManbHy ynepemkeHicTb nybnikauii, a nicosi AingHku nigreepannu
NOCNifOBHI pe3ynbTaTh B Pi3HUX A0CHiMKeHHsIX. Lii pe3ynbTaTtv nokasanu, Wwo 6110K4eiH niasuiLye npo3opicTb i 6e3neky
nicns COVID, noM'skiuytoumn dhiHaHCOBI LIMGPOBI 3arpo3u, BOAHOUAC LUTYYHUI IHTENEKT NepeBepLLYE BUSIB/IEHHS LIaxpaii-
CTBa Ta MPOrHO3Hy aHaniTuky. LLITy4HuiA iHTENeKT peBOSIOLIOHI3ye yNpaBAiHHA pU3MKaMK 3a AOMOMOMOH MPOFHO3HOT iH-
opmaLii, a 6rokyeitH 3abe3neyye UinicHiCTb AaHUX. MalbyTHI AOCMIAKEHHS MOBUHHI YTOYHWUTY rany3eBe 3aCTOCYBaHHS
060X TEXHOSOT .

KnrouoBi cnoBa: ¢iHTeX, LTYYHWUI iHTEnekT, 6nok4eiH, $peMBOpK, BUKIMKYM, (iHAHCOBI MOCAYrK, YNpPaBRiHHS
py3nKamm
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