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ABSTRACT

The article aims to determine the features of cyber-attacks and cyber threats to the
banking sector under martial law in Ukraine. The global trends of cyber-attacks on the
financial industry are analyzed, and the active use of SMS messages and e-mails with
links or malicious code inside, active DDOS attacks, and attacks on the bank’s infra-
structure by attackers and cyber fraudsters are revealed. The legislation of Ukraine on
cyber threats (including against critical infrastructure, which provides for banking insti-
tutions), the main types of attacks on the banking sector (Deepfakes, Zero Trust, phish-
ing, DDOS, brute force, IDOR, XSS vulnerability, SQL injection, malware installation) and
the analysis of public information on the chronology of the main cyber-attacks on the
banking system of Ukraine during the war were studied. The study focused on the
methods and types of penetration. Based on the analysis, a list of features of cyber
threats to banks and their customers in the context of military aggression was formed,
namely: the adaptability of the banking sector to the latest cyber threats; strengthening
the responsibility of banks to the regulator, including financial; remote work of banking
specialists, which generates an increase in the risk of human factor; rapid update of
malware; psychological orientation of cyber-attacks.

The ways to minimize cyber risks are identified, which include: the most rapid update
of protective software systems, vulnerability scanning in the banking infrastructure,
penetration tests, bug bounty programs, and the active use of elements of game theory
as a generator of negative cyberattack scenarios.

Keywords: cyber threats, cybersecurity, banking sector, martial law conditions

JEL Classification: D62, D82, G21, G32, H56

INTRODUCTION

Cyber frauds are becoming increasingly sophisticated because banks must keep up with
the latest cybersecurity technologies. Any social upheaval, such as earthquakes, war,
or country default, is an incentive for intruders to become more active, and therefore,
understanding the main methods of cyber fraud and the peculiarities of cyber-attacks
in the context of military operations in Ukraine is highly relevant, as it allows to respond
quickly to the most significant challenges for both banking institutions and, to some
extent, for bank customers.

LITERATURE REVIEW

In current conditions, the issue of cyber-attacks is quite relevant. It is covered in nu-
merous both general scientific and specialized scientific works, for example, the works
Analysis of the consequences of cyber fraud in the banking system of Ukraine (Yarov-
enko & Boyadzhyan, 2018) or Cybersecurity as an essential component of the national
security protection system of European countries (A. Voitsikhovsky, 2018), etc. The le-
gal framework for information and cybersecurity is reflected in the publication of Novyt-
skyi V. (2022). At the same time, since the article's publication, the National Bank has
updated the legal framework for cybersecurity. The monograph of Bakalynskyi (2020)
formulated recommendations for building an effective information security system, but,
again, without considering global and Ukrainian trends of our time. This problem is
typical for other scientists, including Trofymenko O. et al. (2019), since the preparation
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of the study requires a long time, during which many circumstances can change, especially in the field of banking cyber-
security.

Information is also actively disseminated through the Internet by specialized units of Ukraine, for example, the Cyber
Police Department of the National Police of Ukraine (Cyber-attacks and Internet Fraud, 2022) or the State Centre for Cyber
Defense of the State Service for Special Communications and Information Protection of Ukraine (CERT-UA, 2022), etc.

At the same time, the cyber-attacks on the banking sector have not been systematically studied, and if it has been re-
viewed, it was in the context of the country's economy. For example, the brief of the European Parliament Russia's war
on Ukraine: Timeline of cyber-attacks (2022) highlights only a few cyber-attacks, and the text has political specifics. On
the other hand, The Cybersecurity Risks of an Escalating Russia-Ukraine Conflict (2022) actively explores the war's impact
and cyber fraudsters' activity in the context of national security. Moreover, the information is formed as of February 24,
2022.

Thus, the information is either not grouped, irrelevant, or does not reflect the peculiarities of cyber-attacks in the context
of hostilities but is general information.

AIMS AND OBIJECTIVES

The article aims to determine the features of cyber-attacks and cyber threats to the banking sector under martial law in
Ukraine. To achieve this task, it is necessary to explore the typical types of cyber-attacks on both banking institutions and
bank specialists and customers, identify the features of such cyber-attacks, and formulate proposals to minimize losses
from cyber risks.

METHODS

To achieve this goal, the methods of analysis and synthesis were used to identify the features of cyber-attacks on the
banking sector in the period from January to August 2022, as well as the method of historical analysis to identify trends
and efficiency of updating malware that attacked the critical infrastructure of Ukraine (including banks and the National
Bank of Ukraine).

RESULTS

It is worth considering that no banking institution in the banking sector of Ukraine is interested in disseminating information
about the cyberattack it has suffered. The reason for such secrecy is primarily the threat of increased reputational risk
since such information, even if the cyberattack is repelled, can lead to an outflow of customers who, thinking on the
principle of "there is no smoke without fire", will withdraw deposits, reducing the bank's liquidity. Another factor in the
reluctance of banks to disseminate such information is that such information will attract the attention of other attackers
who, having experience and the necessary tools, can go through the installed patches and again carry out a successful
cyberattack on the bank's infrastructure.

Considering current trends, the National Bank of Ukraine has formed a separate tool for collecting and exchanging infor-
mation about information security incidents - MISP-NBU of the Cyber Defense Center. In essence, this is a specialized
website of the National Bank, which is built based on the open source platform MISP and is designed to organize the
access of banks to the system of collection, processing, storage, and exchange of information of general organizational
and technical nature in real-time, taking into account confidentiality requirements (On Approval of the Regulation on the
Organization of Cybersecurity in the Banking System of Ukraine and Amendments to the Regulation on the Definition of
Critical Infrastructure Objects in the Banking System of Ukraine, 2022). Thus, the banking sector and the regulator know
all information security incidents.

The regulator carefully approached the issue of forming an effective cybersecurity system. Thus, together with the adoption
of the Law of Ukraine "On Critical Infrastructure" (On Critical Infrastructure, 2021), the Regulation on the Organization of
Cybersecurity in the Banking System of Ukraine (On Approval of the Regulation on the Organization of Cybersecurity in
the Banking System of Ukraine and Amendments to the Regulation on the Definition of Critical Infrastructure Objects in
the Banking System of Ukraine, 2022) was approved, which described precise requirements for the internal cybersecurity
system of Ukrainian banks, among other things:
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= the basic principles of cybersecurity organization in the banking system of Ukraine are fixed;

= the principles of organization of information exchange between banks and the regulator are highlighted;

= measures to ensure cyber protection of critical information infrastructure of banks were identified;

= requirements for conducting an independent audit of information security in the banking system of Ukraine, etc.

It is also worth noting that the regulator has clearly defined the bank's punishment for inadequate cyber security. According
to the current Regulation on the Application of Enforcement Measures by the National Bank of Ukraine, cyber risks are
equated to the risks of financial monitoring and the fine for violation of the relevant requirements of the legislation (Article
7.33 of the Regulation on the Application of Enforcement Measures by the National Bank of Ukraine) (On Approval of the
Regulation on the Application of Enforcement Measures by the National Bank of Ukraine, 2017) will be 0.01 percent of the
amount of the registered authorized capital of the bank.

Using the current performance indicators of some of the largest banks, we show in Figure 1 the amount of fines that banks
will incur in case of 1 (one) violation.

JSC CB "PrivatBank"
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JSC "Oschadbank" 4947

JSC "Ukreximbank" 4 557

JSC "ALFA BANK"

2873
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JsC "Raiffeisen Bank" [JJ] 615
ssc "ukrsteeank’ ] so7
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JSC "UNIVERSAL BANK" I 420

Figure 1. 0.01% of the authorized capital of the largest banks (authorized capital as of 01.08.2022), thousands UAH. (Source: compiled by
the author based on Supervisory Statistics, 2022)

Thus, losses of banks because of violation of critical infrastructure security requirements and implementation of cyber
threats against a particular bank due to the relevant shortcomings in its cyber resilience may manifest themselves in the
loss of significant amounts of financial resources, which negatively affect banking activities, especially given the decline in
economic activity of banks in the context of military operations in Ukraine.

Banks are obliged to monitor potential threats and risks in detail. At the same time, it is necessary to clearly distinguish
the objects of such cyber-attacks. Thus, if we group the most typical cyber-attacks on the banking sector, we can identify
the following things of attack:

= confidential or banking secrecy;

= banking infrastructure;

= customer and bank funds;

= websites of banks and regulators.

This list is not exhaustive but outlines attackers' primary areas of interest in cyber-attacks. Thus, banking/confidential

secrecy allows fraudsters to influence customers in the bank in the future or sell confidential data to other interested
parties. In addition, even a hint of compromising such data provokes increased panic among depositors.

The next target of cyber-attacks is the banking infrastructure. Successful attempts to access the Bank's infrastructure allow
for gaining total control over the Bank's internal information systems, including payment, accounting, partially treasury,
etc., which in turn provides for making unauthorized payments to fraudsters or third parties. In addition, having gained
full or partial access (under certain conditions) to the banking infrastructure, attackers can blackmail the bank to make
authorized payments in their favour.
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Customer and bank funds in most cyberattacks are the final target and the main object. With the help of numerous tools,
cybercriminals, having gained access to accounts, card numbers and CVV codes, SWIFT transaction numbers, and cus-
tomer tokens, will be able to carry out the corresponding movement of funds in the direction of their accounts or accounts
of third parties outside the jurisdiction of the Cyber Police Department of the Ministry of Internal Affairs of Ukraine.

Cyberattacks on the websites of banks and regulators are essentially psychologically destabilizing rather than financial.
The vast majority of Ukrainian banks' websites do not have direct access to the bank's ABS, and, therefore, access to
financial or banking secrecy. At the same time, web versions of online banking are more sensitive to attacks (brute force,
XSS vulnerability, etc.)

Let us consider global trends in cybersecurity and protection against cyberattacks in terms of using the latest achievements
in the field of IT. First of all, it is necessary to highlight the active use of serverless attack architecture and the use of cloud
technologies (Clouds). Covid-19 and the subsequent transition of employees to work remotely have forced banking insti-
tutions to pay attention to the cybersecurity of SaaS solutions (remote workplaces). Their customers cannot protect data
from attacks on their own - this should be the responsibility of specialists of enterprises and institutions, and they are not
always good at it. The growth of attacks on microservices used by cloud service providers is predicted.

Deepfakes - they can be used to lull the vigilance of both living people and biometric access control systems. Such tools
include masks popular in social networks and neural networks to build a visual copy of a client/bank specialist, etc.

Attacks on the supply chain cause an increase in the level of vulnerability of SCM systems, which are responsible for
managing the flow of data and finances related to the bank's product or service.

ZeroTrust, as a default system protection model, evaluates each user or device requesting access to the system as unpro-
tected and requiring re-authentication.

Growth of payments to cyber criminals. The $40 million received by hackers from CNA (Focus, 2022) for unlocking data-
bases and system files suggests that records for data leakage and payments will be broken many times.

Let's consider the most common ways of cyberattacks in modern conditions and compare them with the chronology of
attacks on the banking sector of Ukraine in 2022.

Let's start with phishing, the essence of which is the creation by fraudsters of an ordinary website or even a copy of a
banking website from the outside, with the help of which they collect bank card numbers and CVV codes, passwords to
online banking, account information, etc. under a standardized pretext. Phishing sites are diverse, but the main target of
such sites are users of banking services - bank customers, namely their confidential information.

DDoS ((distributed) denial-of-service attack) is an attempt to disable a server with an avalanche of traffic. To do this,
hackers combine virus-infected computers or devices into a botnet network and form such a volume of requests to the
server that it is unable to process. No malicious code is introduced to the server - users simply cannot access the site
because the server sorts the queue of fake requests. To protect against such attacks, the most important thing is the
server architecture, which is configured for high loads from the moment of connection.

Brute force is an attack in which a malicious program tries to gain access to the system or its individual protected areas
by sending different combinations of characters to the server, hoping to pick up the same "login-password" pair. Banks
have learned to block most of these attacks through two-factor verification and the mandatory use of special characters
in customer logins and passwords. At the same time, the most common brute force scheme in cyber-attacks are:

= obtaining (hacking of low-protected systems, purchase of customer databases with logins, not necessarily bank
logins, in the Darknet),

= brute-force online banking with login/password pairs that are identical.

This method can compromise many accounts of the Bank's customers. It is easier for the user to leave the login/password
already used by him in other systems, or login = password, as it speeds up both registration and login.

IDOR vulnerability (insecure direct object reference). Unprotected objects in the case of such an attack can be URLs of
pages, files, and directories that can be accessed by any user. In the most absurd cases, it is enough for a cybercriminal
to add /admin to the address and get the opportunity to behave as an administrator, that is, add their content, replace or
delete, and correspond on behalf of users of the site. This problem is solved by setting user roles and restricting access
rights by the current regulations of the National Bank of Ukraine.

XSS vulnerability (cross-site scripting). An attack that uses vulnerabilities to inject HTML tags or JavaScript code into a
website page. It is often used on dynamic websites and occurs if the developers do not take care of filtering the data that
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the user enters on the site. Thus, it is enough for an attacker, for example, to insert a script into the message window in
a chatbot and publish it, and as soon as the system processes the text, the script will run, and the attack will begin.

XSS is divided into three types depending on where the code is stored: stored if it is stored on the server and executed
automatically; displayed if it is contained in a link; and DOM-based if it is executed in the browser. As a result, a hacker
can change pages on the site or insert scripts into the code that provide the transfer of confidential information to third
parties.

SQL injection. Similarly - that is, through user input on the page - hackers can change the GET or POST request, as well
as cookies, to gain access to the database.

Installing malicious code via viruses or hyperlinks in phishing emails addressed to customers or bank staff. The victim of
such an email launches a chain of codes that either opens access to the bank's information system from the inside or
installs the necessary software package to block the operation of the banking infrastructure. This is not an exhaustive list
of the capabilities of Trojans or other viruses. Still, this threat is one of the most common, requiring only patience and
minimal knowledge of human psychology.

Previously, purely information tools of cyber-attacks were described. In most cases, not only these tools are used, but also
social engineering and the use of insiders.

Social engineering as a tool is more typical not for cyber fraudsters, but for typical telephone fraud. At the same time,
being combined with cyber fraud significantly expands the potential negative impact of the latter. An example of such a
situation can be the deliberate use of malicious software from within the banking infrastructure (by insiders).

So, having considered typical cyberattacks, let's move on to the largest cyberattacks on the banking sector and bank
customers in January-August 2022 (Picture 2).

AgentTesla, GammaLoad,

August 2022 GammaStee

—

RelicRace/RelicSource,

S| "monetary compensation"
June 2022 Cobalt Strike Beacon and

exploits
May 2022 Financial frauds
April 2022 DDoS, Hacktivist

March 2022 I

July 2022

! Deface, CaddyWiper, DDoS

February 2022 > Panic Attack, BGP Hijack,
Meris , HermeticWiper, DDoS

January 2022 ——————— > Whispergate, DDoS

Figure 2. Chronology of cyber-attacks on the banking system of Ukraine in 2022. (Source: compiled by the author based on (CERT-UA, 2022)

Let"s consider in more detail the chronology of cyberattacks on the banking sector of Ukraine. We should start with the
January events that preceded the invasion of Ukraine, as they raised the degree of distrust in the banking sector and
specific banks.

Thus, in mid-January 2022, the websites of a few state organizations were interfered with, because of which, when visiting
information resources, the user was displayed an image of provocative content. This included websites used by banks to
check the credit history of customers.

An attempt of external hacker attacks by unknown persons from different countries on the information networks of the
National Bank on January 14-15, 2022, is significant. However, the regulator's information systems operated normally,
including the electronic payment system used by banks, the official website, and the NBU's internal computer network.
The protection of the IT infrastructure was organized properly with the involvement of the NBU's Cybersecurity Center,
other government agencies, banks, and financial institutions (The NBU's Information Systems Are Operating Normally,
2022).

In some cases, to disrupt the normal operation of automated systems at the final stage of the cyberattack, the attackers
encrypt or delete data. For this purpose, at least two types of destructive malware were used, nhamely BootPatch (writing
malicious code to the MBR of the hard drive-in order to modify it irreversibly) and WhisperKill (overwriting files with a
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specific list of extensions with a sequence of 0xCC bytes of 1MB in length), or deleting data by manually removing virtual
machines.

The most likely vector of the cyberattack is the compromise of the supply chain, which allowed to use of the existing trust
to disable related information, telecommunications, and automated systems. At the same time, two more possible attack
vectors are not excluded, namely the exploitation of OctoberCMS and Log4j vulnerabilities (Excerpt from Cyber Attack
Research 14.01.2022, 2022).

Cyberattacks in February can be divided into five groups. Still, all of them were aimed at infrastructure elements, including
banking institutions or contractors that ensured the effective operation of banks, to destabilize the situation in the country:

= Sending fake SMS messages to bank customers about violating the normal operation of ATMs of certain state financial
institutions.

. Sending electronic mail messages among banking institutions about the mining of buildings and premises. According
to the study results, it was determined that most of such letters were sent from the territories uncontrolled by the
Ukrainian army.

= DDoS attacks on the web resources of Ukrainian banks, which, according to the results of the study, were organized
by the Mirai and Meris botnets (360 Netlab On, 2022). Thus, the malicious information flow is directed through
thousands of hacked Mikrotik routers and several other iOS devices. The above, with a high confidence level, suggests
that the attacks used the available capacities of attackers provided as a service (DDoS as a Service), and the number
of devices was about 30,000 machines.

= Preventing access to web resources in the gov.ua zone by performing a DDoS attack on DNS servers. The failure of
several domain name servers led to temporary disruption of access to a significant number of web resources of state
bodies due to the inability to determine the A-record (IP address) for the corresponding domain names. (DDOS Attack
on gov.ua, 2022).

= Fraudulent manipulation of autonomous systems settings at the BGP protocol level. Thus, according to Cisco Cross-
work (Cisco events, 2022), for more than two hours, starting from 15:30 on 15.02.2022, the prefix 217.117.7.0/24,
which belongs to Ing-Digital-Nigeria-AS (AS16284), was announced on behalf of the autonomous system of Privat-
bank (AS15742) through the autonomous system of the Nigerian telecommunications operator AS37148 (Information
on Cyberattacks on February 15, 2022, 2022).

Among the March incidents, it is worth noting the detection by anti-virus software of CaddyWiper, malicious software that
blocks the operation of a personal computer, which is downloaded from a link in a phishing email. CaddyWiper was
intended, like the Petya virus, to infect all computers on the network (Editor, 2022).

DDoS attacks did not stop in April, as the specialists of the National Bank of Ukraine (CSIRT-NBU, as mentioned earlier)
detected and investigated DDoS attacks, for the implementation of which cybercriminals placed malicious JavaScript code
(BrownFlood) in the structure of web pages and files of compromised websites (mainly under the control of WordPress)
(Research of DDOS Attacks, Brownflood Malicious JavaScript Code DDOS Attacks, 2022), as a result of which the computing
resources of the computers of visitors to such websites are used to generate an abnormal number of requests to attack
targets whose URLs are statically defined in the malicious JavaScript code.

In other words, site visitors formed a new botnet, which the attackers used to attack, including banking institutions.

The incident with the spread of malware on behalf of the Governmental Computer Emergency Response Team of Ukraine
looks interesting for further research. Thus, in May, emails with the subject "Cyberattack" were actively sent on behalf of
CERT-UA with an attachment in the form of a password-protected RAR-archive "UkrScanner.rar". During the investigation
of the incident, it was found that the archive contains a file in SFX format, which in turn contains the CredoMap_v2
malware. Using HTTP POST requests, the stolen authentication data is sent to a web resource deployed on the Pipedream
platform. According to cyber experts, this activity was initiated by the APT28 criminal group (APT28 Cyberattack with
Credomap_v2 Malware, 2022).

Also, since May, phishing messages have been actively sent in social networks and phishing emails, for example:

= Urgent verification of cards for payments to each person from 9800 UAH.
. Get a VAT refund from the ECC PPC (Online Fraud with the Use of the Theme of "Monetary Compensation", 2022).
= Promotion from Privatbank: money for the survey.

= Cash assistance under the UN social program (Online fraud with the use of the theme "Cash assistance under the UN
social program", 2022), etc.
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In June, a mass mailing of emails with the subject "changes in salary with accruals.docx" was detected, which was distrib-
uted among Ukrainian organizations, including Ukrainian banks. It was found that the document contains a link to an
external object (HTML file containing JavaScript code), the execution of which, after the exploitation of vulnerabilities CVE-
2021-40444 and CVE-2022-30190, will lead to the launch of a PowerShell command, downloading the EXE file "ms-msdt.
exe" file and infecting the computer with Cobalt Strike Beacon malware (Cyberattack on State Organizations of Ukraine
with the Use of Cobalt Strike Beacon Malware and Exploits for Vulnerabilities CVE-2021-40444 and CVE-2022-30190,
2022)].

If we consider the above incidents, in our opinion, it is worth noting that the files are named in such a way that the victim
is most interested in opening the file, and activating the hyperlink.

In July, the "Tax Service of Ukraine" allegedly sent out a malicious document "Imposition of penalties.docx", when opened,
it would download an HTML file and execute a malicious JavaScript code (CVE-2022-30190), which, in turn, would ensure
the download and launch of the Cobalt Strike Beacon malware (compilation date: 16.06.2022 - and therefore, it is the
most updated software) (Cyberattack of the UAC-0098 Group on Critical Infrastructure Objects of Ukraine, 2022).

August is characterized by the continuation of the general trends of cyber frauds via email (from compromised accounts
and to private email addresses) of HTML droppers (including UTF-16 encoding) that initiate the GammaLoad.PS1 delivery
chain to the victim's computer.

The attackers' goal is to steal files with a specific list of extensions, as well as browser authentication data, for which
GammaSteel.PS1 and GammaSteel.NET are used, respectively. GammaSteel.PS1 is probably a PowerShell implementation
of the previously used HarvesterX.

In addition, one of the attackers' tactics is to infect a Microsoft-embedded template file with a macro whose code generates
URLs and adds it to the document being created as a link (the so-called "Remote template injection™) ((Cyberattacks of
Group UAC-0010 (Armageddon): GammalLoad, GammaSteel, 2022). These script actions lead to the infection of all docu-
ments created on a particular computer and their further distribution by the user.

Summing up, let us note the main features of cyber threats and cyber-attacks on the Ukrainian banking system during
January - August 2022:

= Characteristic features of cyber threats do not differ significantly from global trends, phishing emails, DDoS attacks
still remain essential tools of criminals.

= The banking sector is actively adapting to new challenges in the cyber sphere, where, along with new regulations
governing cybersecurity, the Regulation on the use of cloud services by banks under martial law in Ukraine was
approved, which resulted in the transfer of part of the bank's functionality to the cloud, and therefore diversification
of risks.

= The NBU has significantly increased the liability of banks for violations of cybersecurity requirements.

= A significant number of banking specialists, working remotely (as a result of COVID-19), are exposed to significant
risks due to the possibility of infection of personal computers, especially those that are their personal property, as
they receive not only corporate but also personal mail, can open malware and affect the banking network.

= Malware develops as quickly as possible and is used as soon as possible after compilation, which allows it to pass
some (or all) filters of cybersecurity systems.

= The human factor is the greatest threat in terms of cybersecurity, as technical means are being improved as much
as possible, and unauthorized actions of personnel will occur as long as the bank's personnel are involved in its
activities.

= Some cyber-attacks have a psychological orientation - to make Ukrainians panic and take rash steps that could
potentially lead to the loss of all funds from their accounts. Also, DDOS attacks can provoke the population to actively
withdraw funds from the banking sector, which will reduce liquidity and lead to a slowdown in the development of
the country's economy as a whole

In general, cybersecurity policies should become more flexible, but no less secure, for example, key management (pass-
word and certificate lifecycle), remote access, use of cloud systems, etc.
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DISCUSSION

The main feature of cyber-attacks is the psychological nature and focus on the implementation of the so-called human
factor. Technically, banks are able to defend themselves and respond quickly to cyber threats, while at the same time a
bank specialist can open access to the internal perimeter of the bank to attackers with one click.

The discussion points in this article are the allocation of specific cyberattacks against the background of the general
spectrum of cyberattacks on the banking sector of Ukraine. Thus, there are almost no technical features of such cyberat-
tacks, as well as losses of banks and the banking sector in general from cyber criminals. At the same time, the peculiarities
of cyber threats may change radically, as the identification of new vulnerabilities of bank software systems, the search for
new intrusion tools, etc. reveal new opportunities for cyber fraudsters to manipulate information.

CONCLUSIONS

In general, numerous attempts of cyberattacks on the banking sector were recorded during the period under review. Banks
officially successfully repelled such attacks (unsuccessful attempts will not be widely covered due to the need to reduce
reputational threats). The main features of cyber-attacks on the banking sector are numerous DDOS attacks, active use
of phishing emails and malicious blocker codes. Summarizing the above, we will form a list of measures to minimize/avoid
cyber-attacks and cyber threats to the banking sector:

= Prompt updating of software versions to the current ones, which will allow closing the identified software and cyber-
security vulnerabilities as soon as possible.

= Conducting penetration testing, which will identify problems of cooperation of software systems of banks, bottlenecks
and ensure high efficiency of response to unexpected cyber-attacks.

= Vulnerability scanning of both existing bank systems and its infrastructure, as well as IT service projects that are
under development to form the necessary list of improvements.

= Bug bounty for the detected vulnerabilities, which will allow to quickly identify the vulnerabilities of the bank's IT
services not by fraudsters and make appropriate adjustments to the code.

= The use of game theory methods, since in modern conditions one-step scripts are rarely used, usually using 2 or
more step tools for hacking banking services and infrastructure, and therefore game theory will allow you to consider
the IT service from the maximum number of scenarios.

At the same time, these measures may not be enough, as cybercriminals are actively improving the malicious code, as
well as actively using additional tools to expand the possibilities of penetrating the internal information infrastructure of
the bank.
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Knboba /1., Kiboba T.
KIBEP3AIrPO3U BAHKIBCbKOIO CEKTOPA B YMOBAX BOEHHOIO CTAHY B YKPATHI

MeToto CTaTTi € BU3HAYeHHs1 0COBNMBOCTEN KibepaTak Ta kibep3arpo3 6aHKIBCbKOrO CEeKTOpa B YMOBaxX BOEHHOIO CTaHy B
YkpaiHi. MpoaHanizoBaHO 3aranbHOCBITOBI TeHAEHLU|i KibepaTak Ha (hiHAaHCOBUI CEKTOP Ta BUSIBNIEHO aKTUBHE BUKOPWC-
TaHHA SMS-NoBIAOMIEHb Ta €/TeKTPOHHUX MOLTOBMX MOBIAOM/IEHD i3 MOCUNAHHAMW UM WKIASIMBUM KOAOM yCepeauHi, ak-
TnBHi DDOS-aTtakn, ataku Ha iHpacTpyKTypy 6aHkiB. [JocnigkeHo 3akoHOAaBCTBO YKpaiHM oo Kibep3arpos , BUCBIT-
JIEHO OCHOBHi TUNK aTak Ha B6aHkiBcbkuii cekTop (Deepfakes, ZeroTrust, diwmHr, DDOS, 6pyTdopc, IDOR, XSS-ypasnu-
BiCTb, SQL-iH'€KUIS, YCTAHOBNEHHS 3/I0BMUCHOrO NPOrpamMHoro 3abesneyeHHs) Ta NpoBeAeHo aHanis nybniyHoi iHdbopmauii
LLI0ZI0 XPOHONOTii OCHOBHMX KibepaTak Ha 6aHKIBCbKy cucTeMy YKpaiHu B yMOBax BiliHWM. Ha OCHOBI MpoBeAeHOro aHanisy
cchopMOoBaHO nepenik 0cobnmBocTeit Kibep3arpo3 Ans 6aHKiB Ta IXHiX KIEHTIB B yMOBaX BOEHHOI arpecii, a came: aganTtu-
BHICTb 6aHKIBCbKOrO CEKTOpa Z10 HOBITHIX Kibep3arpos; NocuIeHHs BiAMNOBIAaNbHOCTI 6aHKiB, y TOMy unchi 1 diHaHCOBOI,
nepea perynsitopoMm; sigaaneHa pobota 6aHKiBCbKUX haxiBuiB, WO MOPOLXKYE 3POCTaHHA PU3MKIB JIIOACLKOro (hakTopa;
LUBMAKE OHOBMEHHS LWKIAIMBOro NporpaMHOro 3abesneyeHHs; NCUXONOoriYyHe CnpsMyBaHHs KibepaTak.

BusHaueHO wnsxu MiHiMi3auii Kibeppusmnkis, A0 SKMX BApTO BiAHECTU: MaKCMMasbHO OnepaTUBHE OHOB/IEHHS 3aXMCHUX
MporpamMHMX KOMMEKCIB, CKkaHyBaHHsI BPa3/IMBOCTEM, TECTM Ha NMPOHUKHEHHS, bug bounty-nporpamMu Ta akTMBHE BUKOpW-
CTaHHS efleMeHTIB Teopil irop sk reHepaTopa HeraTMBHUX CLeHapiiB kKibepaTak.

KnrouoBi cnosa: kibep3arposu, kibepbesneka, 6aHKIBCbKUIA CEKTOP, YMOBW BOEHHOMO CTaHy

JEL Knacudikauia: D62, D82, G21, G32, H56
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