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METHODICAL APPROACH TO COUNTERING THREATS OF ECONOMIC SECURITY
IN THE CONTEXT OF ENSURING THE PROTECTION OF NATIONAL INTERESTS

Abstract. The existence of threats to economic security can become a factor in the
development of an imbalance in the functioning of economic entities of any level of activity.
Support and patronage of constant indicators of economic security today is one of the main tasks of
state policy, since the economic sphere has both direct and indirect impact on various types of
national security. Only under the condition of full provision of all aspects of security is it possible
to implement a programmed economic growth, improve the standard of living of ordinary citizens,
as well as the all-round development of all spheres of the state. For today's economy of the state, in
the context of the desire to be a full-fledged member of the world economic society, it is especially
important to solve the problem of ensuring continuous socio-economic development, creating
mechanisms to counter exogenous and endogenous threats, improving the welfare of citizens, as
well as developing a powerful system of international economic relations. The degree of influence
of exogenous and endogenous threats on the level of the country's economic security is variable,
taking into account the dynamic conditions of the life of society, the national and world economy.
The task is to form a model of countering the main threats to economic security in the context of
protecting national interests. The main purpose of the study is the formation of a methodological
approach to countering the main threats to economic security in the context of protecting national
interests. The research methodology includes the use of a graphical method to reflect the main
results of the study. Also, from the general methods, the abstract-logical method should be
distinguished, which was used to form appropriate conclusions based on the results of the study. Of
the specific ones, let us single out the modeling method, which made it possible to form an
appropriate composition of the main ways to counter the main threats to economic security in the
context of protecting national interests.
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METOJJAYHAM MIAXIT O MPOTHUAII 3ATPO3AM EKOHOMIYHOI BE3IEKH
B KOHTEKCTI BABE3IIEYEHHSA 3AXUCTY HAHIOHAJIBHUX IHTEPECIB

AHoTanisa. IcHyBaHHS 3arpo3 eKOHOMiuHIH Oe3merni Moxe cTaTh (PaKTOPOM PO3BUTKY
nucbanaHcy (yHKIIOHYBaHHS €KOHOMIYHUX CYO’€KTIB Oyab-aKoro piBHS AisiibHOCTI. IliaTpumka
1 MPOTEKIii CTalWX MOKA3HUKIB E€KOHOMIUHOI OE3MeKM Ha CHhOTOJHINIHIA JEeHb MOCTa€ OJHUM
3 TOJIOBHHUX 3aBJaHb JEpKaBHOI MOJITHUKU, OCKIJIbKA €KOHOMIYHA cdepa YMHUTH SIK NMPSAMUH, Tak
1 omocepeKOBaHUI BIUIMB Ha PIi3HI BUIM HAIlOHATBbHOI Oe3neku. Jlumie 3a yMOB MOBHOLIIHHOTO
3a0e3MeyeHHs] BCIX AacCMEKTIB HallOHAJbHOI O€3MeKH MOKJIMBa peali3allisi Mporpaai€eHTHOro
€KOHOMIYHOTO 3POCTaHHS, TOJIMIICHHS PIBHS KUTTS MEPECIiUHUX TPOMAISH, a TaKOX yceOIuHui
po3BUTOK yciXx chep aepxkaBu. i ChOTONEHHOI E€KOHOMIKM HAaIIOi JIep)KaBH, B KOHTEKCTI
nparHeHHs OyTH MOBHOI[IHHUM YJI€HOM CBITOBOTO €KOHOMIYHOTO TOBAPUCTBA, OCOOIMBO BAXKIMBUM
€ PpO3B’s3aHHS TpoOieMu 3a0e3NedeHHs IOCTIHHOTO COLIaTbHO-€KOHOMIYHOTO PO3BHTKY,
CTBOPCHHS MEXaHI3MIB MPOTH/il €K30Ir€HHUM Ta €HJOTEHHHUM 3arpo3aM, MOJIIIIIEHHS J00po0yTy
TpPOMaJsH, @ TaKOXX PO3BUTKY IOTY)KHOI CHUCTEMH MIKHAPOJHUX EKOHOMIYHUX B3a€MO3B’S3KiB.
Mipa BIIMBY €K30TN€HHMX Ta CHJIOT€HHHX 3arpo3 Ha piBEHb E€KOHOMIYHOI Oe3NeKku KpaiHu €
3MIHHOIO 3 OMVIAAY Ha AMHAMIYHI YMOBH KHTTENISIIBHOCTI COLyMYy, HAI[lOHAJIBbHOI Ta CBITOBOI
€KOHOMIKH. 3aBAaHHSI — (OPMYBaHHSI MOJEII MPOTHUIIi OCHOBHUM 3arpo3aM €KOHOMIYHOI Oe3meKu
B KOHTEKCTI 3aXHCTy HAI[lOHAThHUX iHTepeciB. OCHOBHA I CTATTI — (OPMYBAHHS METOJUIHOTO
MiIX0Ay A0 TMPOTHAIl OCHOBHHM 3arpo3aM €KOHOMIYHOI O€3MeKH B KOHTEKCTI 3aXHCTY
HAI[IOHATTFHUX 1HTEepeciB. MeToM0orist JOCTIIKEHHST BKIII0OUAE 3aCTOCYBaHHS TpadiyHOTO METOMY
JUIs BiIOOpa)kKeHHS OCHOBHUX pPeE3YJIbTaTiB TPOBEICHOrO JOCTIHKEHHS. TakoXX 13 3arajibHUX
METOMAIB CIiJi BUAUIMTUH 1 aOCTPaKTHO-JIOTIYHUHN, SKUH OyJI0 BUKOPUCTAHO HJsi (OpPMYBaHHS
BIJIMOBITHUX BUCHOBKIB 3a pe3yibTaTaMH MPOBEIACHOTO JTOCIIDKEHHA. [3 crienndiyHuX BUIIITIMO

ISSN 2306-4994 (print); ISSN 2310-8770 (online) 203



OIHAHCOBO-KPEIUTHA [IANbHICTb: MPOBJIEMU TEOPIT | TPAKTUKM 2021 N2 4 (39)

METOJ MOJIECNIOBAaHHS, IO J03BOJIMB c(OpMyBaTH BIAMOBIAHY KOMIIO3UIIII0 OCHOBHHUX IUIAXIB
MPOTHIIT OCHOBHUM 3arpo3aM €KOHOMIYHOT O€3MeKH B KOHTEKCTI 3aXUCTY HaIllOHATHHUX 1HTEPECIB.
Knwuoei cnoea: Gesnexa, eKOHOMIYHA Oe3leKa, 3arpo3u, MPOTUAIS 3arpo3aM, HallloHaJbHI
IHTepecH.
®opmymn: 0; puc.: 3; Tabn.: 0; 6i61.: 12.

Introduction. The economic security of any country can be characterized in terms of the level
of protection of its national interests. The system of ensuring the economic security of the state is
based on the awareness of the importance and implementation of the concept of national economic
interests both at the state level and at the international levels. The main goal of this concept is to
ensure the balance of the state economy, its protection from the impact of exogenous and
endogenous threats and the implementation of its stable development.

Ensuring an appropriate level of economic security in Ukraine is recognized as one of the
main strategic goals of national security. But it should be noted that the system of national
economic interests is not static, but is constantly influenced by a large number of factors of both
exogenous and endogenous origin. The national economic interests of the country should change
and take certain corrective steps depending on the appearance, increase or any other change in the
level of threats to economic security.

Economic security can be represented as a multi-vector and multi-aspect phenomenon of a
systemic nature. As a system, it consists of a large number of elements, has a hierarchy of levels of
organization, is capable of generating new levels in the process of development, while the new level
back influences the previous levels, rebuilds them, as a result of which the system receives a new
integrity. The system for ensuring economic security involves organizing the activities of the state
and society for making and implementing decisions on national security issues, taking into account
the conceptual, organizational and resource aspects of the formation and effective functioning of the
system for ensuring economic security.

The basic elements of this system can be considered state and private economic entities,
actively participating in ensuring economic security in accordance with the current legislative
framework, as well as individual bylaws that act as regulatory documents in the field of ensuring
the country's economic security.

Economic security can be viewed as one of the main components in the structure of national
security. Today it is interpreted as the protection of the basic interests of citizens, society and the
state as a whole, in which the permanent development of society is ensured, as well as constant
monitoring, identification, protection and elimination of existing and potential threats to national
security and the country's interests is carried out.

Research analysis and problem statement. The research issues of the main aspects of
security, economic security management, protection from the negative impact of threats have been
the attention of many scientists and practitioners. Let us single out a few, the main modern scientists
who study the problems of ensuring economic security and countering the main threats: Bublyk [1];
Franchuk et. al. [2]; Tanioglo [3]; Ludbey [4]; Parfitt [5]; Pushak et. al. [6]; Shyra et. al. [7]; Sylkin
and Kryshtanovych [8] Ta 1ami [9—12].

However, giving due credit to the scientific contribution of leading modern scientists in the
field of security, today the question and problems of countering the main threats to economic
security in the context of protecting national interests remain open.

The task is to form a model of counteracting the main threats to economic security in the
context of protecting national interests.

The main purpose of the study is formation of a methodical approach to counteracting the
main threats to economic security in the context of protection of national interests.

The research methodology. The research methodology includes the use of a graphical
method to reflect the main results of the study. Also, from the general methods, the abstract-logical
method should be distinguished, which was used to form appropriate conclusions based on the
results of the study. Of the specific ones, let us single out the IDEFO modeling method, which made
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it possible to form an appropriate composition of the main ways to counter the main threats to
economic security in the context of protecting national interests.

Results of the research. Maintaining the status of statehood, strengthening its position in
the world, turning Ukraine into a world power, whose activities are aimed at ensuring sustainability
— the ability of society and the state to quickly adapt to changes in the security environment and
maintain sustainable functioning, in particular by minimizing external and internal vulnerabilities
that fixed in the National Security Strategy. Economic security is one of the most important
subsystems of national security. The strengthening and emergence of new threats to economic
security is taking place in the context of the manifestation of globalization and integration
processes. Recent events in the country have led to an increase in the negative impact of both
internal and external threats. But besides this, the political and economic instability in the country
has led to the formation of new threats. Given the level of significance of new threats and dangers,
the issue of researching the problems, identifying the threats that have the greatest impact on the
economic system of the state and highlighting the main measures to counter this influence, becomes
especially urgent.

The impact of threats to economic security can create a significant imbalance in the
functioning of any economic entity in the country. Considering this, the process of ensuring
economic security becomes a strategic goal of the country, since the economic sphere of the state is
in close direct or indirect dependence with other spheres of national security. Only under the
condition of constant support and ensuring the national security of the state is it possible to realize
stable and harmonious economic growth, improve the living standards of the population and the
overall growth and development of the country. For the current state of the economic sphere of our
state, the issues and problems of ensuring a lasting socio-economic development of the formation of
a mechanism for countering internal and external threats, raising the standard of living of the
population, and developing a system of international economic interdependence are especially
acute.The degree of influence of internal and external threats on the state of economic security of
the state is constantly changing due to the dynamic conditions of the functioning of society, the
national economy and the world economic system as a whole. Usually, internal threats have a
decisive influence on the state of economic security of the state, but in some cases the destructive
effect of external threats can significantly exceed the danger from internal threats, and the complex
impact of internal and external threats, as a rule, leads to an increase in the overall threat. In
conditions of close interconnection and interdependence of internal and external threats, the
presence of threats to the economic security of the state determines the growth of external threats,
for example, the ineffectiveness of state regulation in the context of globalization gives rise to the
emergence and implementation of external threats to the economic security of the state.

Thus, the present conditions for the functioning of national security are influenced by new
challenges and threats, and in this regard, they require constant improvement and the
implementation of qualitatively new measures to counter this negative impact in relation to the most
important threats to the national economic security of the country. Taking this into account, today
the issues of improving public administration in the field of economic security are especially urgent.

To demonstrate the main ways to counter the main threats to economic security in the
context of protecting national interests, we applied the IDEFO modeling method. Its feature, among
other models, is the emphasis on objects, which makes it possible to better understand the
objectivity of the field of study. It should be noted that the objects of functional modeling and
structural analysis according to the IDEFO methodology are just organizational and economic
systems, to which the system of economic security belongs.

First, in order to achieve our task, it is necessary to construct a high-level context diagram of
the E-O functional model IDEFO on ways to counter the main threats to economic security in the
context of protecting national interests. The next step will be the formation of a tree of nodes, with a
corresponding list of functions and objects with explanations of what to act as the basis for their
creation (Fig. 1).
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E-0
Determination of ways to counter the main threats to
economic security in the context of protecting national
interests

E-1 E-3
Identification of the main threats to < > Allocation of resources according to the
economic security level of significance and importance of

E-2

Determination of the level and significance of the
impact of the identified threats

Fig. 1. Hierarchy of blocks of the IDEF0 functional model of ways to counter the main threats
to economic security in the context of protecting national interests

Having summarized and systematized the data, the entire system we are modeling can be
designated by the block E-0. Thus, all inputs (I), outputs (O), controls (C) and mechanisms (M) will
be connected to the block with the corresponding arrowheads and codes, as shown in Fig. 2.

Cl1 Cc2
Laws and regulations Models

0Ol
Information basis for
counteraction

11
Resources

E-0
Determination of ways to counter the
main threats to economic security in
the context of protecting national
interests

02
Effective security
management

M1 M2
Technical means State bodies and institutions

Fig. 2. A complex diagram of the IDEF0 model on ways to counter the main threats
to economic security in the context of protecting national interests

Fig. 3 demonstrates the decomposition of the first level of the context diagram of the

functional model IDEFO0, which characterizes the main ways of countering the main threats to
economic security in the context of protecting national interests.
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Fig. 3. Decomposition of the first level of the context diagram of the IDEF0 functional model
on ways to counter the main threats to economic security

As can be seen from Fig. 3, the decomposition of the first level of the context diagram of the
IDEFO functional model on the ways of countering the main threats to economic security in the
context of protecting national interests consists of three blocks.

E-1 is a definition of the main threats to economic security in the context of protecting
national interests. It should be noted here that the issues of determining the main threats should be
the first in the implementation of countermeasures, since not all threats have an equal level of
negative impact on the economic security system. That is why, first of all, you should set the
appropriate priorities and establish which threats have the most significant impact.

E-2 provides that, based on the results of identifying the main threats to economic security,
the process of determining the level of significance of their negative impact follows. The results of
this analysis will allow you to make the most optimal decision in the final.

E-3, in turn, represents the culmination and correct distribution of available resources
according to a certain impact of threats to economic security, so that the decisions made correspond
to the level of the negative impact of the threat.

Conclusions. The essence of economic security can be represented as a certain set of
relationships, as well as activities aimed at maintaining economic sovereignty, economic growth
and development, as well as improving welfare in the context of the existence of a system of
international relations. If we consider all aspects of globalization, then, on the one hand, it acts as a
powerful factor in the development of the state, and on the other, it can cause the emergence of
threats to the economic security of the state. And by implementing a balanced and prompt approach
to responding to the impact of globalization in the context of the formation of an effective economic
order, it will only make it possible to strengthen the development of our state in the international
arena, to strengthen its competitiveness and endogenous socio-economic development, to create a
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level of well-being of the population corresponding to European and world standards, which in in
turn will minimize the existence and impact of threats to economic security.
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