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INSIDER THREAT MANAGEMENT AS AN ELEMENT  

OF THE CORPORATE ECONOMIC SECURITY 

Abstract. This paper considers the insider threats in the companies from different sectors 
and various methods of their assessment. The problem of information leakage is becoming 
increasingly important for companies in all areas of economic activity. The problem of insider 
threats is becoming increasingly important, as the company may incur losses not only due to the 
leakage of information about its inventions, but also through lawsuits in case of theft of personal 
information of the customers, contractors and more. This means that in order to gain access to the 
international markets, Ukrainian companies must have an appropriate level of protection not only of 
the company’s confidential information, but also of the data on customers, contractors, etc. The 
objective of the article is to analyze the existing methodological approaches to the assessment of 
insider threats in the enterprise as a component of personnel and economic security. We came to the 
conclusion that different industries have different vulnerabilities to insider threats and different 
approaches to insider threat management. It was determined that information leaks are a serious 
threat to the company’s economic and personnel security. It was discovered that firms have 
achieved significant improvements and developed effective procedures for counteracting external 
threats, however, protection against insider attacks remains rather low. In the course of the research, 
the concept of an insider attacker was defined, the types of insider threats were established, and the 
main actions of the personnel prior to the insider attack were outlined. It was proved that the degree 
of insider threat is determined by the type of activity of the company and the liquidity of 
information that may be leaked. Most leaks are observed in high-tech companies and medical 
institutions, while the most liquid is the information of banks, financial institutions, industrial and 
commercial companies. 

Keywords: corporate economic security, human capital, personnel security, insider threat 
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Introduction. Traditionally, the personnel security as a part of the corporate economic 
security considered mainly physical aspects such as protection of the enterprise and personnel, 
physical protection of important documents, maintenance of access control procedures and policies, 
etc. However, with the development of the information technology, other threats to economic and 
personnel security began to appear. In particular, this applies to information held by the enterprise as a 
whole. If the procedures of physical security have already been worked out, then most companies, 
especially in Ukraine, do not yet have sufficient experience in protecting information in cyberspace. 
The problem of information leakage is becoming increasingly important for companies in all areas of 
economic activity. The problem of insider threats is becoming increasingly important, as the company 
may incur losses not only due to the leakage of information about its inventions, but also through 
lawsuits in case of theft of personal information of the customers, contractors and more. This became 
especially relevant after the entry into force of the Pan-European General Data Protection Regulation 
(GDPR) in the spring of 2018, which sets the size of sanctions for breaches of the rules on the 
protection of personal data of EU citizens. This means that in order to gain access to the international 
markets, Ukrainian companies must have an appropriate level of protection not only of the company’s 
confidential information, but also of the data on customers, contractors, etc. What is generally 
perceived as a normal event in Ukraine can lead to huge fines and lawsuits in the EU. In particular, 
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very often, when dismissed, a company employee takes with him a database of customers or 
suppliers, because the company does not have appropriate procedures in place to prevent such actions. 
What in Ukraine remains only a private problem of the company, in the EU market can turn into 
sanctions, fines and loss of customers and partners. That is why insider threats and information 
leakage become an important component of economic and personnel security of the enterprise, 
especially if its goal is to enter foreign markets. For example, according to the international analytical 
center InfoWatch, which is constantly monitoring the leakage of confidential information, in 2018, 
2,263 cases of serious leakage of confidential information were registered. It should be noted that 
companies and analytical centers researching and monitoring insider threats are not able to cover all 
cases of leakage, so they focus on the largest companies and major leaks that have had significant 
negative financial consequences for companies. Thus, according to the center, in 2018, as a result of 
the leaks, more than 7.28 billion personal data records were compromised (social security numbers, 
details of bank and other types of cards, other information). 

Literature review and problem statement. The issue of insider threats and protection 
against them has recently become widespread in the scientific literature. Scientists have begun to 
actively draw attention to the problem of information leakage, as well as to the fact that it has not 
only external but also internal sources. 

Homoliak et al. [1] conducted a thorough analysis and systematization of research on insider 
threats and identified four main areas of research: 1) analysis of specific cases and data sets;  
2) research into aspects of the behavior of insiders, life cycle, indicators and channels for the spread 
of insider attacks; 3) modeling and creating software methods to determine the attack; 4) an 
overview of possible procedures for protection against insider threats. 

Costa et al. [2] tried to create an ontology of insider threats. To do this, the authors defined 
the insider threat and the main areas of its occurrence, proposed their own ontology of threats and 
technology of automatic word processing for its implementation. 

To identify the most common insider threats, Whitty [3] created a model that includes 
psychological, behavioral, and social variables that point to potential insiders. The author also 
explored possible channels for the spread of insider attack. 

In particular, according to Agrafiotis et al. [4], the threat to the organization from its own 
employees continues to grow steadily and significantly, as evidenced by many examples. For many 
years, the security organization has focused on internal threats, including information. The authors 
emphasize that the possibility of an insider threat cannot simply be ignored. They consider possible 
technologies that can be used to detect threats automatically. These technologies must identify threats 
by monitoring personnel to perform certain actions of concern. According to scientists, these actions 
can be divided into two categories: 1) actions that violate policies, procedures and regulations that 
were created specifically to prevent the behavior of personnel that could pose a threat; 2) actions 
similar to those already identified as an insider attack. In particular, it is proposed to use so-called 
«traps» in the information system that will respond to the above actions and warn of danger. 

Mahajan & Sharma [5] pointed out that firms are increasingly using cloud technologies to 
store important information, so they are not able to fully control security and protection procedures. In 
their study, the authors identify several types of clouds that companies can use to store their 
information, in particular, private, common, public, hybrid clouds that have different degrees of 
protection. Also, the authors highlight two main possibilities: the presence of an insider among the 
staff of a company engaged in the provision of cloud services and the presence of an insider in 
another company, which is involved in the organization of the cloud in the framework of outsourcing. 
The authors suggest several possible actions that can identify the threat and neutralize it. 

An important aspect considered in the scientific literature is the identification of possible 
methods for detecting insider attacks. In particular, Sanzgiri & Dasgupta [6] believe that most 
insider attacks are carried out by individuals with relevant technical skills, so the most successful is 
a combination of different strategies and methods for their recognition. 

Kont et al. [7] tried to create a universal program for detecting and recognizing insider 
threats. To this end, they identified five different types of threats (sabotage, theft, fraud, espionage, 
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and accident) and proposed six separate indicators based on the behavioral and technical aspects of 
the threat. According to the authors, the simultaneous use of all indicators will minimize the 
damage and, at best, even prevent the incident in general. 

Ring et al. [8] proposed a new algorithm for identifying insider threats by detecting 
anomalous interference in the work of the internal network. To increase the effectiveness of this 
approach, the authors propose to use historical data on insider attacks and analysis of actions that 
preceded them to avoid false alarms. 

Park et al. [9] proposed to use the behavior of employees in social networks to identify 
possible insider threats. The authors proposed an algorithm and criteria by which to identify a 
potential insider. They came to the conclusion that an insider can be identified by analyzing his 
posts on social networks, provided that he uses a certain set of words and phrases that express 
negative emotions and intentions. 

Gawai et al. [10] focused on identifying insider threats through employee activity on social 
media and the Internet. To construct the relevant indicators, the authors suggest using the content 
and pattern of e-mail correspondence, browser and browsing history, frequency of e-mail exchange, 
pattern of access to files and equipment. Researchers suggest two approaches: 1) without personal 
observation using automated systems that detect atypical user behavior; 2) with personal 
surveillance used to assess threats from former employees. It was found that the use of the 
dashboard with points proposed by the authors will allow the human resources department to 
quickly identify potential internal attackers and prevent possible attacks. 

In turn, Elifoglu et al. [11] proposed to increase the effectiveness of combating insider 
threats through more fruitful cooperation between the departments of information technology 
management and human resources management. They emphasize that the main causes of insider 
attacks are mistakes, negligence, greed or reckless behavior. 

Eggenschwiler et al. [12] noted that firms that provide financial services are among the most 
vulnerable to insider attacks because they lead to huge losses. The authors focused not only on how 
firms detect attacks, but also on possible ways to respond to them. They noted that financial firms 
use two approaches: internal and external response. If, in their opinion, the attack had minimal 
negative consequences, then an internal approach is used, i.e. the problem is solved within the firm 
to prevent publicity. And only in the case when the consequences cannot be hidden, an external 
approach is used, which requires the involvement of a third party in resolving the conflict. 

Clarke et al. [13] emphasize that the creation of a dashboard with key indicators that 
pinpoint potential internal attackers is one of the main areas of combating insider threats. They 
found that one of the main indicators is the degree of satisfaction in the workplace, and the priority 
should be to identify anomalies in data visualization. 

Linkov et al. [14] tried to establish a link between the introduction of procedures and 
regulations to prevent insider threats and the outcome of their use. The authors determined that 
insider attacks are facilitated not only by the lack of established rules, but also by over-regulation. 

Growing number of the researchers are inclined to believe that in order to ensure personnel 
security and successfully counter insider threats, it is necessary to create and implement a 
comprehensive program to combat insider threats. For example, Scherer & Ruggiero [15] proposed 
a version of such a program that includes four main components: information and cybersecurity, 
people and culture, physical security and security and control of company resources. 

While most of the insider attacks are intentional, there are also threats that can result from 
unintentional actions. Ismail & Yusof [16] drew attention to information leaks that occur due to 
carelessness in the daily work of the company. Researchers have noted that important channels of 
leakage are posts on social networks, when outsiders can receive the necessary information through 
targeted conversation due to the carelessness of the user. The second common channel of leakage is 
the use of personal technical means for work purposes, as they are less protected and more 
vulnerable to internal attacks. According to the authors, an effective strategy to prevent 
unintentional leakage of information should combine technical elements (technological support for 
information protection), organizational elements (management’s focus on preventing leakage by 
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creating appropriate procedures and propagating appropriate information culture), behavioral 
elements (explanatory talks and trainings), and procedural elements (certain regulations, controls 
and sanctions). 

Abd & Hassan [17] believe that the protection of trade secrets is one of the most important 
areas of the corporate economic security and should be part of personnel security. According to 
researchers, legal measures are not sufficient for reliable protection of information, so it must be 
accompanied by appropriate administrative tools. To do this, the authors propose to use five main 
methods: strict recruitment, the use of mandatory employment agreement, continuous awareness of 
employees with the company’s information protection policy, constant monitoring of employees’ 
actions with information and the use of adequate restrictions, removal of all documents containing 
commercial secret, from the employee upon dismissal. 

Also, according to researchers, it is worth noting how information leaks and espionage 
detected in the organization will affect its future activities. Ho et al. [18] emphasize that after the 
detection of an insider attack within the firm, there may be a crisis of confidence in a large number 
of employees, regardless of whether a direct source of information leakage has been identified or 
not. The authors emphasize that very often people who have been in contact with or worked directly 
with the source of the leak will also be suspected, so it is important to define criteria that allow to 
assess the degree of their reliability. 

No less important is the issue of the company’s losses from insider threats. In this case, there 
may be not only direct losses (value of stolen invention, money, intellectual property), but also 
indirect costs or the so-called «lost profit». In most cases, it is very difficult to calculate, and 
existing methods focus mainly on certain aspects of the damage. Butkevi ius [19] offers a universal 
model for calculating lost profits, which takes into account the cost structure of the company and 
allows you to take into account the maximum possible profit that the firm would have received if 
there was no leakage. 

The purpose. The aim of the article is to analyze the existing methodological approaches to 
the assessment of insider threats in the enterprise as a component of personnel and economic 
security. 

 The scientific hypothesis is that different industries have different vulnerabilities to insider 
threats and different approaches to insider threat management. 

Materials and methods. The methodological and information basis of our research is the 
analytical information and databases provided by the analytical center InfoWatch. 

Results and discussion. Our literature review revealed that the vast majority of researchers 
emphasize that the protection of information from external and internal threats in the digital space is 
becoming a priority for the companies. While most companies already have effective procedures in 
place to ensure physical security and some successful efforts to protect information from external 
threats, the problem of preventing insider attacks still remains largely unresolved. 

For example, according to a study conducted by the UK Government’s Department for 
Enterprise and Regulatory Reform in 2008, most companies focused all changes to improve security 
in the area of external threats: 

–  55% of enterprises had a clearly defined security policy in the form of a constituent 
document; 

– 40% constantly conducted staff training on the prevention of external threats; 
– 14% used a strict multifactor authentication procedure; 
– 11% had already implemented the BS7799 / ISO27001 standards; 
– 99% backed up system data; 
– 98% had special software to protect against intrusion into the system; 
– 97% used email filters; 
– 97% used the software to protect against viruses; 
– 94% encrypted all conversations on the network. 
On the other hand, with regard to internal threats, the study found the following trends: 
–  52% of enterprises did not assess the security risks of the enterprise from internal threats 

at all; 
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–  67% did not have any procedures for protection against leakage of confidential data on 
removable media; 

–  78% of companies did not encrypt and did not protect the hard drives of their computers; 
–  84% of companies did not have filters on the outgoing e-mails regarding the availability 

of confidential information. 
This means that in today’s environment, companies need to pay more attention to internal 

threats, because, unlike external ones, they are quite vulnerable to them and rely more on the 
integrity and work ethics of employees. 

According to the study by Costa et al. [2], an insider attacker is a former or current 
employee, contractor or business partner who is subject to the following requirements: 

– has or has had authorized access to the internal organizational network of the system or 
data; 

–  intentionally exceeded the level of access or used his access in such a way as to harm the 
confidentiality, integrity and accessibility of the information or information system of the 
organization. 

As a result, insider threats are affected by technical, behavioral, or organizational problems, 
so policies, procedures, and technologies need to be developed to address them. 

One of the first tasks in identifying and preventing an insider attack is to determine its type. 
For example, Whitty [3] identifies the following types of insider attacks: fraud, money laundering, 
reputation damage, theft (including theft of IP address, data, account), illegal employment. 

Insider threats can result from intentional or accidental actions. Accidental actions can be 
prevented mainly by raising staff awareness of this possibility, i.e. increasing their information 
literacy. Instead, the company’s personnel security strategy should be aimed at preventing 
intentional actions. According to Sanzgiri & Dasgupta [6], the most common actions of an insider 
attacker are: 

–  Unauthorized use, copying and deletion of data; 
–  Change of data or information belonging to the organization in order to distort it; 
–  Destruction or deletion of critical data or resources; 
–  Espionage with criminal intent; 
–  Using other users’ accounts to commit criminal activity. 
When using information technologies to prevent the leakage of information, as a rule, there 

are the following actions that pose an insider threat, which can be tracked automatically: 
1) Physical impossibility of action (for example, login from an IP address that does not 

geographically coincide with the physical location of the employee, VPN connection from different 
IP addresses that are geographically remote but belong to the same account, etc.); 

2) Access to blacklisted sites; 
3) Use of external drives that are not authorized; 
4) Multiple unsuccessful attempts to log in to different accounts; 
5) Constant sending by e-mail of files with names that coincide with those registered in the 

system; 
6) Constant sending of e-mails with large files in the appendix; 
7) Excessive use of social networks during working hours; 
8) Permanent deletion of files of large size or with names registered in the system. 
Automatic tracking of such actions will help to identify insider threats at an early stage and 

prevent further leakage of important information. 
The study by the analytical center InfoWatch [20] shows an increase in the threat of the 

information leakage, which leads to losses for companies. Recently, there has been a rapid increase 
in the number of such cases. In particular, the number of information leaks increased from 801 
cases in 2011 to 2263 cases in 2018. The jump in 2017 was especially noticeable (the number of 
leaks increased by 36.9% (to 2131 cases) compared to the previous year (1556 cases)), while in 
2018 the growth was somewhat moderate (only 6.1%). 

It should be noted that the strength of the leaks can also be different. In particular, in 2018, 
81 cases of large leaks were recorded, and in 47 cases the volume of data leakage exceeded 10 



  155

 FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE  2021 № 1 (36)

ISSN 2306-4994 (print); ISSN 2310-8770 (online)

million rec
threats wer

As 
occurred th

Am
company (F

 

Sour

 
Thu

access to in
As 

information
 

Sour

It s
lead to pot
be calcula
calculated 
company, 
We can sa
security of

cords. In ge
re importan
for the so

hrough the f
mong the le

Fig. 1). 

rce: compiled b

us, the shar
nternal info
for the sou

n is in the s

rce: compiled b

should be no
tential losse
ated and pr

directly. Fo
lawsuits, pe

ay that at th
f the compan

eneral, meg
nt mainly in 
ource of inf
fault of insi
eaks, most 

Fig
by the author on

re of leaks 
ormation, rem
urces of inf
second place

Fig. 
by the author on

oted that al
es. The prob
edicted. Lo
or example,
enalties, fal
his stage su
ny. 

Subco
4

External 
attacker

39%

Payme
Informa

17%

S

ga-leaks acc
large comp
formation l
ders, while
of them w

g. 1. Share
n the basis of [2

caused by
mains quite
formation,
e (16.9%), a

2. Shares o
n the basis of [2

ll types of i
blem is that
osses from
, leaks of cu
lling stock p
uch leaks a

Execu
offi

3%

ontractor
4%

ent 
ation

%

State Secrets
5%

 

counted for
panies with a
leakage, in
external att

were caused

 

s of the lea
20]. 

privileged
e high. 
personal da
and trade se

of the leaks
20]. 

information
losses from
the leakag

ustomers’ p
prices, etc.,

are becomin

utive 
cer

%
ad

Former 
employee

2%

Trade 
secrets and
know-how

8%

97.5% of a
a significan
2018 the

tacks accou
d by curren

aks by sourc

users, i.e.

ata continu
ecrets are in

s by data ty

n are import
m the leakag
ge of other
personal dat
, depending
ng increasin

System 
dministrator

1%

U

d 
w

all leaks (7.
nt amount of

majority o
unted for onl
nt and form

ce in 2018 

those with 

e to domin
n the third pl

ypes in 201

tant for the 
ge of comm

types of i
a can lead t

g on the pub
ngly danger

Unprivileged 
worker

51%

Personal 
Data
70%

.1 billion re
f informatio
f cases (13
ly 37%. 

mer employ

 

full and u

nate (69.5%
lace (8.1%)

 
8 

company, 
mercial infor
information
to a loss of 
blicity of th
rous for the

ecords), i.e.
on. 
393) (63%)

yees of the

uncontrolled

%), payment
) (Fig. 2). 

as they can
rmation can
 cannot be
trust in the

he incident.
e economic

. 

) 

e 

d 

t 

n 
n 
e 
e 
. 
c 



156 

ФІНАНСОВО-КРЕДИТНА ДІЯЛЬНІСТЬ: ПРОБЛЕМИ ТЕОРІЇ І ПРАКТИКИ   2021 № 1 (36)

ISSN 2306-4994 (print); ISSN 2310-8770 (online)

On 
was simply
compromis
were accom

Lea
important f
or loss of
exchange o
cloud) (72.
media (11.
loss and m

 

Sour

 
On 

distribution
(55%), e-m
intentional

If w
high-tech c
field of Ho

 

Sour

 

the other h
y due to la
sed informa
mpanied by
aks also occ
for the deve
f equipmen
of informat
.2% in 2018
.0% in 2018

messaging, al

rce: compiled b

the other 
n is somew
mail (15.9%
l leaks, the m
we consider
companies a
oReCa, indu

rce: compiled b

Pu

E

hand, the an
ack of quali
ation for fra
y further use
curred throu
elopment of
nt, mobile 
tion notific
8), and a sig
8). Other le
lthough the

Fig
by the author on

hand, if w
what differe
%) and pape
main chann
r the areas 
and medica
ustrial and tr

Fig. 
by the author on

E-mail
8%

Paper 
documents

11%

Manuf
and tra

5

ublic sector
14%

Education
10%

Munici
secto

6%

nalytical cen
ifications (8

aud, persona
e of the obta
ugh various
f further per
devices, re
ations. In p
gnificant sh
akage chan
ir share rem

. 3. Shares
n the basis of [2

we conside
nt. Althoug
er media (1

nel is the net
of activity

al institution
ransport com

4. Shares o
n the basis of [2

Messaging
4%

facture 
ansport
%

ipal 
or

Others
10%

 

nter’s resea
83.9%), i.e
al gain, abus
ained data, w
s channels. P
rsonnel sec
emovable m
particular, t

hare is accou
nnels were m
mains low (F

 
of the leak

20]. 

er random
gh the netw
17%) also a
twork (86.6
that were m

ns, while the
mpanies (F

 
of the leaks

20]. 

Theft and lo
of equipmen

2%

s

arch showed
. it was no
se of access
was only 8.5
Prioritizing
urity policy
media, netw
the leader r
unted for by
mobile devi
Fig. 3). 

ks by chann

and intent
work remain
account for
%), while th
most vulner
e most prot

Fig. 4). 

s by indust

oss 
nt

Mobile 
devices

1%

Banks and 
finance

9%

H
co

d that in mo
ot accompan
s rights. The
5%. 

g the channe
y. The main
work, e-ma
remains the
y e-mail (8.0
ces, remova

nels in 2018

ional leaks
ns the leade
r a significa
he other cha
rable to the
tected here w

ries in 2018

Removable 
media

2%

Net
7

Medica
institutio

19%

Trade
HoR

7%

Hi-tech 
ompanies

20%

ost cases th
nied by fur
e share of le

els of inside
n channels r
ail, paper 
e network (
0% in 2018
able media,

 

8 

s separately
er for accid
ant share. I
annels are s

e leaks, the 
were compa

 

8 

twork
2%

al 
ons

e and 
ReCa
%

he data leak
rther use of
eaks, which

er threats is
remain theft
documents,
(browser or
) and paper
 equipment

y, then the
dental leaks
Instead, for
secondary. 
leaders are
anies in the

k 
f 
h 

s 
t 
, 
r 
r 
t 

e 
s 
r 

e 
e 



  157

 FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE  2021 № 1 (36)

ISSN 2306-4994 (print); ISSN 2310-8770 (online)

It s
is determin

Att
is possible
proportion 

 

 
Fig. 5. S

Sour

 
Acc

and financ
Con

personnel 
counteracti
course of t
were estab

It w
company a
companies
institutions

In t
threats, we
companies
level of ins

 

1. Homoliak 
analysis, m

2. Costa D. 
Carnegie-M

3. Whitty M.
4. Agrafiotis

2017.  8
5. Mahajan A

Science. 2
6. Sanzgiri A

informatio

7. Kont M., P
8. Ring M., W

Decision S

9. Park W., Y
Communic

10. Gavai G., 
Threat from

hould be no
ned by the r
tackers aim 
e to determi

of intention

Shares of th
rce: compiled b

cording to t
e, industry a
nclusions. 

security. A
ing external
the research
lished, and 

was determin
and the liqu
s and medic
s, industrial
the future, 
e propose t
s in Ukraine
sider threats

I., Toffalini F.
modeling, and c

L., Albrethsen
Mellon Univers
. T. Developing
 I., Erola A., G

8 (1). . 26—43
A., Sharma S. T
015.  3 (2). 
A., Dasgupta D
on security rese

Pihelgas M., W
Wunderlich S., 
Support for Cyb

You Y., Lee K.
cation Networks

Sricharan K., G
m Enterprise So

3

4

5

6

7

oted that su
relative liqu
for quick p
ne the attra
nal leaks in 

he intention
by the author on

this distribu
and transpo
Informatio

At present, f
l threats, ho
h, the conce
the main ac
ned that the

uidity of info
cal instituti
 and comm
to determi

to conduct 
e responsibl
s to econom

., Guarnizo J., E
countermeasure
n M. J., Collin
sity, 2016.  
g a conceptual m

Goldsmith M., C
3. 
The malicious i
. 245—256. 

D. Classificatio
earch conferenc

Wojtkowiak J., T
Grüdl D., Lan

bersecurity. Cha
. Detecting pote

ks. 2018. 
Gunning D., Ha
ocial and Onlin

0

10

20

30

40

50

60

0
64,9

uch a distrib
uidity of the
profit, so the
activeness o

the industr

nal leaks of
n the basis of [2

ution, it can
ort, trade and
on leaks ar
firms have
owever, pro
ept of an in
ctions of the
e degree of i
formation th
ons, while
ercial comp
ne the leve
a survey am

le for inform
mic security

Elovici Y., Och
s. ACM Compu

ns M. L. Insid

model for inside
Creese S. Forma

insiders threat

on of insider t
ce. 2016, April. 
Trinberg L., Osu
ndes D., Hotho 
am : Springer, 2
ential insider th

anley J., Singha
ne Activity Data

41,3

56,4

 

bution is qui
data held b

ey choose th
of the indus
y in the tota

f data in the
20]. 

n be seen th
d services, a
re a seriou
significant
tection agai

nsider attack
e personnel
insider thre

hat may be l
the most li

panies. 
el of aware
mong head

mation and
of these com

hoa M. Insight
uting Surveys (C

der threat indic

er threat. Journ

alising Policies

in the cloud. In

threat detection
(pp. 1—4). 

ula A. M. Inside
A. A toolset fo
2017. . 3—31
hreat: Analyzin

al M., Rolleston
a. JoWUA. 2015

53,2
60,7

ite natural.
by companie
he least sec
try for leak
al number o

e total num

hat the lead
as well as h

us threat to
improveme

inst insider
ker was def
prior to the
at is determ
leaked. Mo
iquid is the

eness of Uk
ds of securi
personnel s
mpanies. 

into insiders an
CSUR). 2019. 
cator ontology

al of Managem

for Insider-thre

nternational Jo

n techniques. P

er threat detecti
or intrusion and
. 
g insiders’ sent

n R. Supervised
5.  6 (4). . 4

7

44,1 45

The attracti
es in this sec
cure and mo
ks, which ca
of leaks (Fig

mber of leak

ders were su
high-tech co
o the comp
ents and ef
attacks rem
fined, the ty
e insider atta

mined by the
st leaks are
e informatio

krainian com
ty offices o

security, wh

nd it: A survey
 52 (2). . 1—
(  CMU/SE

ment & Organiza

eat Detection: A

ournal of Engin

Proceedings of

ion study. NATO

d insider threat 

timent exposed

d and Unsuperv
47—63. 

5,6 43,5

iveness of t
ctor. 

ost liquid da
an be calcul
g. 5). 

 

ks by sector

uch sectors 
ompanies. 
pany’s eco
ffective proc
mains rather 
ypes of ins
ack were ou
e type of act
 observed i
on of bank

mpanies ab
or senior m
hich will de

y of insider thre
—40. 

I-2016-TR-007

ation. 2018. . 
A Tripwire Gram

neering Researc

f the 11th ann

O CCD COE. T
detection. Data

d in social medi

vised methods to

51,5

the industry

ata. Thus, it
lated as the

r in 2018 

as banking

onomic and
cedures for
low. In the
ider threats

utlined. 
tivity of the
n high-tech

ks, financial

bout insider
managers of

termine the

eat taxonomies,

7). Pittsburgh :

1—19. 
mmar. JoWUA.

ch and General

nual cyber and

Tallinn, 2015. 
a Analytics and

ia. Security and

o detect Insider

y 

t 
e 

g 

d 
r 
e 
s 

e 
h 
l 

r 
f 
e 

, 

: 

. 

l 

d 

d 

d 

r 



158 

ФІНАНСОВО-КРЕДИТНА ДІЯЛЬНІСТЬ: ПРОБЛЕМИ ТЕОРІЇ І ПРАКТИКИ   2021 № 1 (36)

ISSN 2306-4994 (print); ISSN 2310-8770 (online) 

11. Elifoglu I. H., Abel I., Ta seven Ö. Minimizing insider threat risk with behavioral monitoring. Review of Business. 2018.  38 

(2). . 61—73. 
12. Eggenschwiler J., Agrafiotis I., Nurse J. R. Insider threat response and recovery strategies in financial services firms. Computer 

Fraud & Security. 2016.  11. . 12—19. 
13. Clarke K., Levy Y., Dringus L., Brown S. How workplace satisfaction affects insider threat detection as a vital variable for the 

mitigation of malicious cyber insiders. Online Journal of Applied Knowledge Management. 2019.  7 (1). . 40—52. 
14. Linkov I., Poinsatte-Jones K., Trump B. D., Ganin A. A., Kepner J. Rulemaking for insider threat mitigation. Cyber resilience of 

systems and networks. Cham : Springer, 2019. P. 265—286. 
15. Scherer C. P., Ruggiero C. E. Overview of Tools for Insider Threat: Analysis and Mitigation (  LA-UR-19-22069). Los Alamos 

: Los Alamos National Lab., United States, 2019. 
16. Ismail W. B. W., Yusof M. Mitigation strategies for unintentional insider threats on information leaks. International Journal of 

Security and Its Applications. 2018.  12 (1). . 37—46. 
17. Abd J. J., Hassan H. Protecting trade secret from theft and corporate espionage: some legal and administrative measures. 

International Journal of Business & Society. 2020.  21. 
18. Ho S. M., Kaarst B. M., Benbasat I. Trustworthiness attribution: Inquiry into insider threat detection. Journal of the Association 

for Information Science and Technology. 2018.  69 (2). P. 271—280. 
19. Butkevi ius R. Universal Model of Lost Profits Calculation. Ekonomika (Economics). 2019.  98 (2). P. 97—111. 
20. InfoWatch. A Study on Global Data Leaks in 2018. 2019. URL : 

https://infowatch.com/sites/default/files/report/analytics/Global_Data_Breaches_2018.pdf (date of access: 27.07.2020).  
    26.01.2021     . .,  . .,  . . 

 

References 

1. Homoliak, I., Toffalini, F., Guarnizo, J., Elovici, Y., & Ochoa, M. (2019). Insight into insiders and it: A survey of insider threat 
taxonomies, analysis, modeling, and countermeasures. ACM Computing Surveys (CSUR), 52 (2), 1—40. 

2. Costa, D. L., Albrethsen, M. J., & Collins, M. L. (2016). Insider threat indicator ontology (  CMU/SEI-2016-TR-007). 
Pittsburgh: Carnegie-Mellon University, 2016. 

3. Whitty, M. T. (2018). Developing a conceptual model for insider threat. Journal of Management & Organization, 1—19. 
4. Agrafiotis, I., Erola, A., Goldsmith, M., & Creese, S. (2017). Formalising Policies for Insider-threat Detection: A Tripwire 

Grammar. JoWUA, 8 (1), 26—43. 
5. Mahajan, A., & Sharma, S. (2015). The malicious insiders threat in the cloud. International Journal of Engineering Research and 

General Science, 3 (2), 245—256. 
6. Sanzgiri, A., & Dasgupta, D. (2016, April). Classification of insider threat detection techniques. Proceedings of the 11th annual 

cyber and information security research conference. (pp. 1—4). 
7. Kont, M., Pihelgas, M., Wojtkowiak, J., Trinberg, L., & Osula, A. M. (2015). Insider threat detection study. NATO CCD COE. 

Tallinn. 
8. Ring, M., Wunderlich, S., Grüdl, D., Landes, D., & Hotho, A. (2017). A toolset for intrusion and insider threat detection. Data 

Analytics and Decision Support for Cybersecurity. Cham: Springer. 
9. Park, W., You, Y., & Lee, K. (2018). Detecting potential insider threat: Analyzing insiders’ sentiment exposed in social media. 

Security and Communication Networks. 
10. Gavai, G., Sricharan, K., Gunning, D., Hanley, J., Singhal, M., & Rolleston, R. (2015). Supervised and Unsupervised methods to 

detect Insider Threat from Enterprise Social and Online Activity Data. JoWUA, 6 (4), 47—63. 
11. Elifoglu, I. H., Abel, I., & Ta seven, Ö. (2018). Minimizing insider threat risk with behavioral monitoring. Review of Business, 

38 (2), 61—73. 
12. Eggenschwiler, J., Agrafiotis, I., & Nurse, J. R. (2016). Insider threat response and recovery strategies in financial services firms. 

Computer Fraud & Security, 11, 12—19. 
13. Clarke, K., Levy, Y., Dringus, L., & Brown, S. (2019). How workplace satisfaction affects insider threat detection as a vital 

variable for the mitigation of malicious cyber insiders. Online Journal of Applied Knowledge Management, 7 (1), 40—52. 
14. Linkov, I., Poinsatte-Jones, K., Trump, B. D., Ganin, A. A., & Kepner, J. (2019). Rulemaking for insider threat mitigation. Cyber 

resilience of systems and networks. Cham: Springer. 
21. Scherer, C. P., & Ruggiero, C. E. (2019). Overview of Tools for Insider Threat: Analysis and Mitigation (  LA-UR-19-22069). 

Los Alamos: Los Alamos National Lab., United States. 
15. Ismail, W. B. W., & Yusof, M. (2018). Mitigation strategies for unintentional insider threats on information leaks. International 

Journal of Security and Its Applications, 12 (1), 37—46. 
16. Abd J., J., & Hassan, H. (2020). Protecting trade secret from theft and corporate espionage: some legal and administrative 

measures. International Journal of Business & Society, 21. 
17. Ho, S. M., Kaarst B. M., & Benbasat, I. (2018). Trustworthiness attribution: Inquiry into insider threat detection. Journal of the 

Association for Information Science and Technology, 69 (2), 271—280. 
18. Butkevi ius, R. (2019). Universal Model of Lost Profits Calculation. Ekonomika (Economics), 98 (2), 97—111. 
19. InfoWatch. (2019). A Study on Global Data Leaks in 2018. infowatch.com. Retrieved from 

https://infowatch.com/sites/default/files /report/analytics/Global_Data_Breaches_2018.pdf. 
The article is recommended for printing 26.01.2021    Zatonatskiy D., Marhasova V., Korogod N. 

 
 

 


