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INSIDER THREAT MANAGEMENT AS AN ELEMENT
OF THE CORPORATE ECONOMIC SECURITY

Abstract. This paper considers the insider threats in the companies from different sectors
and various methods of their assessment. The problem of information leakage is becoming
increasingly important for companies in all areas of economic activity. The problem of insider
threats is becoming increasingly important, as the company may incur losses not only due to the
leakage of information about its inventions, but also through lawsuits in case of theft of personal
information of the customers, contractors and more. This means that in order to gain access to the
international markets, Ukrainian companies must have an appropriate level of protection not only of
the company’s confidential information, but also of the data on customers, contractors, etc. The
objective of the article is to analyze the existing methodological approaches to the assessment of
insider threats in the enterprise as a component of personnel and economic security. We came to the
conclusion that different industries have different vulnerabilities to insider threats and different
approaches to insider threat management. It was determined that information leaks are a serious
threat to the company’s economic and personnel security. It was discovered that firms have
achieved significant improvements and developed effective procedures for counteracting external
threats, however, protection against insider attacks remains rather low. In the course of the research,
the concept of an insider attacker was defined, the types of insider threats were established, and the
main actions of the personnel prior to the insider attack were outlined. It was proved that the degree
of insider threat is determined by the type of activity of the company and the liquidity of
information that may be leaked. Most leaks are observed in high-tech companies and medical
institutions, while the most liquid is the information of banks, financial institutions, industrial and
commercial companies.
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YIIPABJITHHSA IHCAHJEPCHKUMU 3AT'PO3AMU
SIK CKJAJTOBA EKOHOMIYHOI BE3IIEKH NIJIIIPUEMCTBA

AHoTanig. Po3riasHyTO i1HCAWAEpChKi 3arpo3d B KOMIAHIsIX, L0 HaJeXaThb JO PI3HUX
CEeKTOpIB E€KOHOMIKHM, a TaKOXX BHM3HAYEHO pI3HI METOAM iXHbOi OIiHKU. [IpoGiema BHTOKY
iHpopMallii cTae neAani BaXIMBILIOW JJs KOMIAHIM B yCiX Taldy3fX €KOHOMIYHOI isSUIbHOCTI.
[IpobGnema i1HcalaepchKkux 3arpo3 HaOyBae yce OUIBIIOTO 3HAYEHHS, OCKIIBKH KOMIaHIs MOXe
MOHECTH BTpATH He JIMILE Yepe3 BUTIK iH(opmalii mpo ii BUHaXoau, a i yepe3 Cy10Bi MO30BU B pasi
KpaJiKK1 ocoOucTol 1HGOpMaIlii KIIEHTIB, KOHTpareHTiB Tomo. [le o3Hauae, mo s BUXOIy Ha
MDKHapOJHI PUHKHM YKpaiHChKI KOMIAHIi MOBMHHI MaTW HaJe)KHUH PIBEHb 3aXUCTY HE TIIbKU
KoH(D1aeHIiitHOT 1HpOopMaIlii KOMITaHii, a i TaHUX PO KJIIEHTIB, KOHTPAreHTIB TOI0. MeToro cTarTi
€ aHaJli3 HAsBHUX METOJOJOTIYHUX MiJXOIB IO OLIHKH 1HCAMIEPChKUX 3arp03 Ha MiJIPUEMCTBI SIK
CKJIaJIOBOT €KOHOMIYHOI Ta KaJpoBOi Oe3meku. MM NpuUHNUIM 1O BHUCHOBKY, IO PI3HI Tally3i
MPOMUCIIOBOCTI 1 cdepa MOCIyr MalTh pi3HY BpasiUBICTh A0 1HCAHAEPCHKUX 3arpo3, TOMY
3aCTOCOBYIOTH OCOOJIMBI MiIX0AM A0 YIIPABIIHHS 1HCAHAEPCHKUMH 3arp0o3aMH Ta KaJpOBOi OE3MEeKH.
Byno BctaHoBneHo, 1m0 BUTOKM iH(poOpMalii € Cepilo3HOI0 3arpo30K0 €KOHOMIYHOI Ta KaJpoBOi
Oesmexkn mignpuemcTBa. lliampueMcTBa MOCATIM 3HAYHMX YCHIXiB 1 CTBOpWIM e(eKTUBHI
nmpouenypu Juisi 3amoOiraHHs 30BHIIIHIM 3arpo3aM, OJIHAK 3aXHCT BiJI BHYTPIIIHIX 3arpo3s
3IIMIIAETHCS Ha Jy’Ke HU3bKOMY PiBHI. Y mporieci JociKeHHs Oyio 1aHO BU3HAYCHHS MOHSTTIO
BHYTPIIIHHOTO 3JIOBMHUCHHKA, BUJIJICHO OKPEMi THIM 1HCAMAEPCHKUX 3arpo3 1 BCTAHOBJICHO, SIKI
OCHOBHI Jlii BUKOHYIOTh CHIBPOOITHUKU MiANPHEMCTBA TEpe] MPOBEACHHAM iHCAWIepChKOI aTaku.
byno noBeneHo, mo CTyMmiHb BPa3IMBOCTI O I1HCAWIEPCHKOI 3arpo3d BHU3HAYAETHCS THIIOM
rOCHOJapChKOT AISTIBHOCTI KOMITAHIT Ta JIKBIIHICTIO 1H(OpPMAILIii, IKy MOXXYTb BKpacTH. HaiibinbIe
BUTOKIB CIIOCTEPITA€ThCA y BHUCOKOTEXHOJOTIYHHUX KOMIIAHISIX 1 (papMameBTUYHHX KOMITaHIsX,
TONl SK HaWMKBiAHINIOW € iHdopMmaliss B OaHkax, (PIHAHCOBHX YCTAHOBAX, MPOMHUCIOBHX
1 TOPTrOBEIHPHUX KOMIIaHIsX.

Kntouoei cnosa: exoHoMiuHa Oe3reKa MmimIpUEMCTBA, JTIOACHKUN KariTal, KaJapoBa Oe3mnexa,
yIpaBIiHHS 1HCAIEpChKUMU 3arpo3aMu, iHpopMaliiiHi 6a3u TaHuX.

®opmyin: 0; puc.: 5; Tabmn.: 0; 6i6:1.: 20.

Introduction. Traditionally, the personnel security as a part of the corporate economic
security considered mainly physical aspects such as protection of the enterprise and personnel,
physical protection of important documents, maintenance of access control procedures and policies,
etc. However, with the development of the information technology, other threats to economic and
personnel security began to appear. In particular, this applies to information held by the enterprise as a
whole. If the procedures of physical security have already been worked out, then most companies,
especially in Ukraine, do not yet have sufficient experience in protecting information in cyberspace.
The problem of information leakage is becoming increasingly important for companies in all areas of
economic activity. The problem of insider threats is becoming increasingly important, as the company
may incur losses not only due to the leakage of information about its inventions, but also through
lawsuits in case of theft of personal information of the customers, contractors and more. This became
especially relevant after the entry into force of the Pan-European General Data Protection Regulation
(GDPR) in the spring of 2018, which sets the size of sanctions for breaches of the rules on the
protection of personal data of EU citizens. This means that in order to gain access to the international
markets, Ukrainian companies must have an appropriate level of protection not only of the company’s
confidential information, but also of the data on customers, contractors, etc. What is generally
perceived as a normal event in Ukraine can lead to huge fines and lawsuits in the EU. In particular,
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very often, when dismissed, a company employee takes with him a database of customers or
suppliers, because the company does not have appropriate procedures in place to prevent such actions.
What in Ukraine remains only a private problem of the company, in the EU market can turn into
sanctions, fines and loss of customers and partners. That is why insider threats and information
leakage become an important component of economic and personnel security of the enterprise,
especially if its goal is to enter foreign markets. For example, according to the international analytical
center InfoWatch, which is constantly monitoring the leakage of confidential information, in 2018,
2,263 cases of serious leakage of confidential information were registered. It should be noted that
companies and analytical centers researching and monitoring insider threats are not able to cover all
cases of leakage, so they focus on the largest companies and major leaks that have had significant
negative financial consequences for companies. Thus, according to the center, in 2018, as a result of
the leaks, more than 7.28 billion personal data records were compromised (social security numbers,
details of bank and other types of cards, other information).

Literature review and problem statement. The issue of insider threats and protection
against them has recently become widespread in the scientific literature. Scientists have begun to
actively draw attention to the problem of information leakage, as well as to the fact that it has not
only external but also internal sources.

Homoliak et al. [1] conducted a thorough analysis and systematization of research on insider
threats and identified four main areas of research: 1) analysis of specific cases and data sets;
2) research into aspects of the behavior of insiders, life cycle, indicators and channels for the spread
of insider attacks; 3) modeling and creating software methods to determine the attack; 4) an
overview of possible procedures for protection against insider threats.

Costa et al. [2] tried to create an ontology of insider threats. To do this, the authors defined
the insider threat and the main areas of its occurrence, proposed their own ontology of threats and
technology of automatic word processing for its implementation.

To identify the most common insider threats, Whitty [3] created a model that includes
psychological, behavioral, and social variables that point to potential insiders. The author also
explored possible channels for the spread of insider attack.

In particular, according to Agrafiotis et al. [4], the threat to the organization from its own
employees continues to grow steadily and significantly, as evidenced by many examples. For many
years, the security organization has focused on internal threats, including information. The authors
emphasize that the possibility of an insider threat cannot simply be ignored. They consider possible
technologies that can be used to detect threats automatically. These technologies must identify threats
by monitoring personnel to perform certain actions of concern. According to scientists, these actions
can be divided into two categories: 1) actions that violate policies, procedures and regulations that
were created specifically to prevent the behavior of personnel that could pose a threat; 2) actions
similar to those already identified as an insider attack. In particular, it is proposed to use so-called
«traps» in the information system that will respond to the above actions and warn of danger.

Mahajan & Sharma [5] pointed out that firms are increasingly using cloud technologies to
store important information, so they are not able to fully control security and protection procedures. In
their study, the authors identify several types of clouds that companies can use to store their
information, in particular, private, common, public, hybrid clouds that have different degrees of
protection. Also, the authors highlight two main possibilities: the presence of an insider among the
staff of a company engaged in the provision of cloud services and the presence of an insider in
another company, which is involved in the organization of the cloud in the framework of outsourcing.
The authors suggest several possible actions that can identify the threat and neutralize it.

An important aspect considered in the scientific literature is the identification of possible
methods for detecting insider attacks. In particular, Sanzgiri & Dasgupta [6] believe that most
insider attacks are carried out by individuals with relevant technical skills, so the most successful is
a combination of different strategies and methods for their recognition.

Kont et al. [7] tried to create a universal program for detecting and recognizing insider
threats. To this end, they identified five different types of threats (sabotage, theft, fraud, espionage,
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and accident) and proposed six separate indicators based on the behavioral and technical aspects of
the threat. According to the authors, the simultaneous use of all indicators will minimize the
damage and, at best, even prevent the incident in general.

Ring et al. [8] proposed a new algorithm for identifying insider threats by detecting
anomalous interference in the work of the internal network. To increase the effectiveness of this
approach, the authors propose to use historical data on insider attacks and analysis of actions that
preceded them to avoid false alarms.

Park et al. [9] proposed to use the behavior of employees in social networks to identify
possible insider threats. The authors proposed an algorithm and criteria by which to identify a
potential insider. They came to the conclusion that an insider can be identified by analyzing his
posts on social networks, provided that he uses a certain set of words and phrases that express
negative emotions and intentions.

Gawai et al. [10] focused on identifying insider threats through employee activity on social
media and the Internet. To construct the relevant indicators, the authors suggest using the content
and pattern of e-mail correspondence, browser and browsing history, frequency of e-mail exchange,
pattern of access to files and equipment. Researchers suggest two approaches: 1) without personal
observation using automated systems that detect atypical user behavior; 2) with personal
surveillance used to assess threats from former employees. It was found that the use of the
dashboard with points proposed by the authors will allow the human resources department to
quickly identify potential internal attackers and prevent possible attacks.

In turn, Elifoglu et al. [11] proposed to increase the effectiveness of combating insider
threats through more fruitful cooperation between the departments of information technology
management and human resources management. They emphasize that the main causes of insider
attacks are mistakes, negligence, greed or reckless behavior.

Eggenschwiler et al. [12] noted that firms that provide financial services are among the most
vulnerable to insider attacks because they lead to huge losses. The authors focused not only on how
firms detect attacks, but also on possible ways to respond to them. They noted that financial firms
use two approaches: internal and external response. If, in their opinion, the attack had minimal
negative consequences, then an internal approach is used, i.e. the problem is solved within the firm
to prevent publicity. And only in the case when the consequences cannot be hidden, an external
approach is used, which requires the involvement of a third party in resolving the conflict.

Clarke et al. [13] emphasize that the creation of a dashboard with key indicators that
pinpoint potential internal attackers is one of the main areas of combating insider threats. They
found that one of the main indicators is the degree of satisfaction in the workplace, and the priority
should be to identify anomalies in data visualization.

Linkov et al. [14] tried to establish a link between the introduction of procedures and
regulations to prevent insider threats and the outcome of their use. The authors determined that
insider attacks are facilitated not only by the lack of established rules, but also by over-regulation.

Growing number of the researchers are inclined to believe that in order to ensure personnel
security and successfully counter insider threats, it is necessary to create and implement a
comprehensive program to combat insider threats. For example, Scherer & Ruggiero [15] proposed
a version of such a program that includes four main components: information and cybersecurity,
people and culture, physical security and security and control of company resources.

While most of the insider attacks are intentional, there are also threats that can result from
unintentional actions. Ismail & Yusof [16] drew attention to information leaks that occur due to
carelessness in the daily work of the company. Researchers have noted that important channels of
leakage are posts on social networks, when outsiders can receive the necessary information through
targeted conversation due to the carelessness of the user. The second common channel of leakage is
the use of personal technical means for work purposes, as they are less protected and more
vulnerable to internal attacks. According to the authors, an effective strategy to prevent
unintentional leakage of information should combine technical elements (technological support for
information protection), organizational elements (management’s focus on preventing leakage by
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creating appropriate procedures and propagating appropriate information culture), behavioral
elements (explanatory talks and trainings), and procedural elements (certain regulations, controls
and sanctions).

Abd & Hassan [17] believe that the protection of trade secrets is one of the most important
areas of the corporate economic security and should be part of personnel security. According to
researchers, legal measures are not sufficient for reliable protection of information, so it must be
accompanied by appropriate administrative tools. To do this, the authors propose to use five main
methods: strict recruitment, the use of mandatory employment agreement, continuous awareness of
employees with the company’s information protection policy, constant monitoring of employees’
actions with information and the use of adequate restrictions, removal of all documents containing
commercial secret, from the employee upon dismissal.

Also, according to researchers, it is worth noting how information leaks and espionage
detected in the organization will affect its future activities. Ho et al. [18] emphasize that after the
detection of an insider attack within the firm, there may be a crisis of confidence in a large number
of employees, regardless of whether a direct source of information leakage has been identified or
not. The authors emphasize that very often people who have been in contact with or worked directly
with the source of the leak will also be suspected, so it is important to define criteria that allow to
assess the degree of their reliability.

No less important is the issue of the company’s losses from insider threats. In this case, there
may be not only direct losses (value of stolen invention, money, intellectual property), but also
indirect costs or the so-called «lost profity. In most cases, it is very difficult to calculate, and
existing methods focus mainly on certain aspects of the damage. Butkevicius [19] offers a universal
model for calculating lost profits, which takes into account the cost structure of the company and
allows you to take into account the maximum possible profit that the firm would have received if
there was no leakage.

The purpose. The aim of the article is to analyze the existing methodological approaches to
the assessment of insider threats in the enterprise as a component of personnel and economic
security.

The scientific hypothesis is that different industries have different vulnerabilities to insider
threats and different approaches to insider threat management.

Materials and methods. The methodological and information basis of our research is the
analytical information and databases provided by the analytical center InfoWatch.

Results and discussion. Our literature review revealed that the vast majority of researchers
emphasize that the protection of information from external and internal threats in the digital space is
becoming a priority for the companies. While most companies already have effective procedures in
place to ensure physical security and some successful efforts to protect information from external
threats, the problem of preventing insider attacks still remains largely unresolved.

For example, according to a study conducted by the UK Government’s Department for
Enterprise and Regulatory Reform in 2008, most companies focused all changes to improve security
in the area of external threats:

— 55% of enterprises had a clearly defined security policy in the form of a constituent
document;

—40% constantly conducted staff training on the prevention of external threats;

— 14% used a strict multifactor authentication procedure;

— 11% had already implemented the BS7799 / ISO27001 standards;

—99% backed up system data;

— 98% had special software to protect against intrusion into the system;

—97% used email filters;

—97% used the software to protect against viruses;

—94% encrypted all conversations on the network.

On the other hand, with regard to internal threats, the study found the following trends:

— 52% of enterprises did not assess the security risks of the enterprise from internal threats
at all;
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— 67% did not have any procedures for protection against leakage of confidential data on
removable media;

— 78% of companies did not encrypt and did not protect the hard drives of their computers;

— 84% of companies did not have filters on the outgoing e-mails regarding the availability
of confidential information.

This means that in today’s environment, companies need to pay more attention to internal
threats, because, unlike external ones, they are quite vulnerable to them and rely more on the
integrity and work ethics of employees.

According to the study by Costa et al. [2], an insider attacker is a former or current
employee, contractor or business partner who is subject to the following requirements:

— has or has had authorized access to the internal organizational network of the system or
data;

— intentionally exceeded the level of access or used his access in such a way as to harm the
confidentiality, integrity and accessibility of the information or information system of the
organization.

As a result, insider threats are affected by technical, behavioral, or organizational problems,
so policies, procedures, and technologies need to be developed to address them.

One of the first tasks in identifying and preventing an insider attack is to determine its type.
For example, Whitty [3] identifies the following types of insider attacks: fraud, money laundering,
reputation damage, theft (including theft of IP address, data, account), illegal employment.

Insider threats can result from intentional or accidental actions. Accidental actions can be
prevented mainly by raising staff awareness of this possibility, i.e. increasing their information
literacy. Instead, the company’s personnel security strategy should be aimed at preventing
intentional actions. According to Sanzgiri & Dasgupta [6], the most common actions of an insider
attacker are:

— Unauthorized use, copying and deletion of data;

— Change of data or information belonging to the organization in order to distort it;

— Destruction or deletion of critical data or resources;

— Espionage with criminal intent;

— Using other users’ accounts to commit criminal activity.

When using information technologies to prevent the leakage of information, as a rule, there
are the following actions that pose an insider threat, which can be tracked automatically:

1) Physical impossibility of action (for example, login from an IP address that does not
geographically coincide with the physical location of the employee, VPN connection from different
IP addresses that are geographically remote but belong to the same account, etc.);

2) Access to blacklisted sites;

3) Use of external drives that are not authorized;

4) Multiple unsuccessful attempts to log in to different accounts;

5) Constant sending by e-mail of files with names that coincide with those registered in the
system;

6) Constant sending of e-mails with large files in the appendix;

7) Excessive use of social networks during working hours;

8) Permanent deletion of files of large size or with names registered in the system.

Automatic tracking of such actions will help to identify insider threats at an early stage and
prevent further leakage of important information.

The study by the analytical center InfoWatch [20] shows an increase in the threat of the
information leakage, which leads to losses for companies. Recently, there has been a rapid increase
in the number of such cases. In particular, the number of information leaks increased from 801
cases in 2011 to 2263 cases in 2018. The jump in 2017 was especially noticeable (the number of
leaks increased by 36.9% (to 2131 cases) compared to the previous year (1556 cases)), while in
2018 the growth was somewhat moderate (only 6.1%).

It should be noted that the strength of the leaks can also be different. In particular, in 2018,
81 cases of large leaks were recorded, and in 47 cases the volume of data leakage exceeded 10
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million records. In general, mega-leaks accounted for 97.5% of all leaks (7.1 billion records), i.e.
threats were important mainly in large companies with a significant amount of information.

As for the source of information leakage, in 2018 the majority of cases (1393) (63%)
occurred through the fault of insiders, while external attacks accounted for only 37%.

Among the leaks, most of them were caused by current and former employees of the
company (Fig. I).

Executive System
officer | |administrator
3%  # 1%

External
attacker
39%
Unprivileged
worker
51%
Subcontractor Former
4% employee

2%

Fig. 1. Shares of the leaks by source in 2018
Source: compiled by the author on the basis of [20].

Thus, the share of leaks caused by privileged users, i.e. those with full and uncontrolled
access to internal information, remains quite high.

As for the sources of information, personal data continue to dominate (69.5%), payment
information is in the second place (16.9%), and trade secrets are in the third place (8.1%) (Fig. 2).

Trade
State Secrets secrets and
50, know-how
8%
Payment
Information
17%

Personal
Data
70%

Fig. 2. Shares of the leaks by data types in 2018
Source: compiled by the author on the basis of [20].

It should be noted that all types of information are important for the company, as they can
lead to potential losses. The problem is that losses from the leakage of commercial information can
be calculated and predicted. Losses from the leakage of other types of information cannot be
calculated directly. For example, leaks of customers’ personal data can lead to a loss of trust in the
company, lawsuits, penalties, falling stock prices, etc., depending on the publicity of the incident.

We can say that at this stage such leaks are becoming increasingly dangerous for the economic
security of the company.
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On the other hand, the analytical center’s research showed that in most cases the data leak
was simply due to lack of qualifications (83.9%), i.e. it was not accompanied by further use of
compromised information for fraud, personal gain, abuse of access rights. The share of leaks, which
were accompanied by further use of the obtained data, was only 8.5%.

Leaks also occurred through various channels. Prioritizing the channels of insider threats is
important for the development of further personnel security policy. The main channels remain theft
or loss of equipment, mobile devices, removable media, network, e-mail, paper documents,
exchange of information notifications. In particular, the leader remains the network (browser or
cloud) (72.2% in 2018), and a significant share is accounted for by e-mail (8.0% in 2018) and paper
media (11.0% in 2018). Other leakage channels were mobile devices, removable media, equipment
loss and messaging, although their share remains low (Fig. 3).

Paper Messaging | | Theft and loss | | Mobile | | Removable

documents 4% of equipment n devices media
11% i 2% 2%
pan EEEm
E-mail
8%

Network
72%

Fig. 3. Shares of the leaks by channels in 2018

Source: compiled by the author on the basis of [20].

On the other hand, if we consider random and intentional leaks separately, then the
distribution is somewhat different. Although the network remains the leader for accidental leaks
(55%), e-mail (15.9%) and paper media (17%) also account for a significant share. Instead, for
intentional leaks, the main channel is the network (86.6%), while the other channels are secondary.

If we consider the areas of activity that were most vulnerable to the leaks, the leaders are
high-tech companies and medical institutions, while the most protected here were companies in the
field of HoReCa, industrial and transport companies (Fig. 4).

Others Banks and

Municipal 10% finance
sector

9% Medical
6% : institutions
Educatron
d Trade and
Public sector — HoReCa

< L —
14% ~ 7%
=

Hi-tech

Manufacture .
and transport companies
5% 20%

Fig. 4. Shares of the leaks by industries in 2018
Source: compiled by the author on the basis of [20].
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It should be noted that such a distribution is quite natural. The attractiveness of the industry
is determined by the relative liquidity of the data held by companies in this sector.

Attackers aim for quick profit, so they choose the least secure and most liquid data. Thus, it
is possible to determine the attractiveness of the industry for leaks, which can be calculated as the
proportion of intentional leaks in the industry in the total number of leaks (Fig. 5).
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Fig. 5. Shares of the intentional leaks of data in the total number of leaks by sector in 2018
Source: compiled by the author on the basis of [20].

According to this distribution, it can be seen that the leaders were such sectors as banking
and finance, industry and transport, trade and services, as well as high-tech companies.

Conclusions. Information leaks are a serious threat to the company’s economic and
personnel security. At present, firms have significant improvements and effective procedures for
counteracting external threats, however, protection against insider attacks remains rather low. In the
course of the research, the concept of an insider attacker was defined, the types of insider threats
were established, and the main actions of the personnel prior to the insider attack were outlined.

It was determined that the degree of insider threat is determined by the type of activity of the
company and the liquidity of information that may be leaked. Most leaks are observed in high-tech
companies and medical institutions, while the most liquid is the information of banks, financial
institutions, industrial and commercial companies.

In the future, to determine the level of awareness of Ukrainian companies about insider
threats, we propose to conduct a survey among heads of security offices or senior managers of
companies in Ukraine responsible for information and personnel security, which will determine the
level of insider threats to economic security of these companies.
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