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FORENSIC-AUDITAS AN IMPERATIVE OF ECONOMIC SECURITY
AND DEVELOPMENT OF THE COMPANY
IN THE CONDITIONS OF GLOBAL TRANSFORMATIONS

Abstract. The article is devoted to topical issues of business protection through the prism of
forensics (financial investigations). This new line of financial fraud and fraud investigation services
is used to investigate and assist clients in identifying the facts and causes of fraud that may occur
due to the absence or inadequate and ineffective system of internal control. The types of economic
crimes faced by companies during 2017—2019 were analyzed and it was established that bribery
and corruption are the leaders among economic crimes. The article reveals the essence of the
concept of «forensic» as the identification of potential problems through legal and financial audit.
Forensic procedures as a promising way to protect business in the context of global transformations
and emerging cyber risks in an increasingly complex digital business environment have been
studied. The article outlines the main directions of forensics in risk management, among which are:
investigation of fraud; support in court proceedings; corporate intelligence; computer forensics;
compliance with anti-corruption legislation, as well as to use preventive measures to prevent fraud.
The classical methods and algorithm of financial investigation are outlined and it is noted that they
may differ depending on the purpose for which forensics is conducted, the industry in which the
company operates, and others. It is established that forensics for an economic entity ends with a
reporting stage, during which the customer is provided with evidence of fraud, as well as the
proposed recommendations. It is proposed to use the forensic mechanism when business owners:
doubt an important decision; there is a leak of commercial information; mechanisms for working
with suppliers have not been established; a large deal is envisaged.

Keywords: forensic, audit, internal control, fraud, financial investigations, methods of
financial investigation, economic security.
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®OPEH3UK-AYIUT SIK IMIIEPATUB EKOHOMIUHOI BE3IIEKH

1 PO3BUTKY KOMIAHII B YMOBAX I''TOBAJIBHAX TPAHC®OPMAIIIH

AHoTauis. [IprucBsueHo akTyaapHUM MUTAHHIM 3aXUCTy Ol3HeCy depe3 Mpu3My (pOpeH3uKy
(pinancoBux posciinyBanb). Lleit HOBUI HanmpsM MOCIYT 13 PO3CHiyBaHHA (piHAHCOBUX MaxXiHarlii
1 maxpaiicTBa BUKOPHCTOBY€ETHCS ISl IIPOBECHHS PO3CIIiIyBaHb 1 HaJaHHS JIOTIOMOTH KIIIEHTaM y
BCTAHOJICHH1 (DaKTiB 1 MPUYMH IIaXPaiCTBa, K1 MOKYTh CTATUCS Yepe3 BiJICYTHICTh a00 HEHAJICKHY
1 Hee(peKTHUBHY CUCTEMY BHYTPIIIHBOTO KOHTpOt0. [IpoaHai3oBaHO BHIM €KOHOMIYHUX 3JI0YHHIB,
3 SIKUMH 31MTOBXYBaJIMCS KoMmIaHii mpotsarom 2017—2019 pokiB, 1 BCTaHOBJIEHO, 1110 XaOapHHUIITBO
1 KOpYILis € JIepOM cepell eKOHOMIUHUX 37I0YHHIB. PO3KPUTO CYyTHICTh MOHATTS «(POPEH3UK» SIK
BUSIBJICHHSI TOTCHIIIHHUX MpPOOJIEM 3a JIOTIOMOTO TPOBEICHHS FOPUIMYHOTO 1 (HiHAHCOBOTO
aynuty. JlocmiKeHHO Tpoueaypu (OpEeH3MKy SK TEPCIEKTUBHOTO CIOCO0Y 3axucTy Oi3Hecy B
yMOBax ri100adbHUX TpaHChOpMaIlii Ta BHHHUKAIOUMMH KiOCppU3MKaMU B Jenajli CKIAAHIIIIOMY
muppoBoMy OizHec-cepenoBuii. OKpecieHO OCHOBHI HampsiMu (DOPEH3WKY M0N0 YIPABIIIHHS
pU3UKaMH, cepell SIKUX BUAUICHO: PO3CIimyBaHHsA (DAKTIB MIaXpalCTBa; CYNpPOBIA y CYJOBHUX
po3riIsfaax; KOPIOpaTUBHA PO3BIKA; KOMIT IOTEPHA KPUMIHANICTHUKA, JOTPUMAHHS BUMOTAHTH
KOPYMIIHHOTO 3aKOHOJABCTBA, a TAaKOX 3 METOI BUKOPUCTAHHS IMPEBCHTUBHUX 3aXOMdiB TpPH
3ano0iranHi maxpaiicrBa. OKpeclIeHO KJIACHYHI METOIU Ta AJITOPHTM 3A1HCHEHHS (iHAHCOBOTO
pO3CIiyBaHHS 1 3aHAYEHO, IO BOHH MOXYTh BIJPI3HATHCS 3aJCKHO B TOTO, 3 SKOK METOIO
MPOBOAUTHCS (DOPEH3UK, BIJ Tally3i, y sIKil MpaIlfoe KOMIaHisl, Ta iH. YCTaHOBJICHO, MO (OpeH3UK
JUIE €KOHOMIYHOTO Cy0’€KTa 3aBepIIyeThCS 3BITHUM €TalloM, IIiJ] Yac SKOTO JIO 3aMOBHHKA
JIOBOJIATH JIOKa3W CKOEHHS IIaxpaiicTBa, a TaKOX 3alpoIllOHOBaHI peKoMeHalii. 3ampornoHOBaHO
3aCTOCOBYBaTH MexXaHi3M (OpPEH3UKY, KOJIM BJIACHUKHM OI3HECY: CYMHIBAIOTBHCS B YXBaJICHHI
B)XJIUBOTO DILICHHS; ICHY€ BHUTIK KOMEPIitHOI iH(pOpMaLlii; He HAIAaroKeH1 MeXaHi3MHU poOOTH 3
nocTavyaibHUKaMU; TIepe10avaeThCs 3IHCHEHHS BEIMKOT YTO/IH.

Kntwouoei cnoea: GOpeH3WK, ayauT, BHYTPIMIHIA KOHTPOIb, MIAXPaWCTBO, (iHAHCOBI
po3ciiayBaHHs, METO I (DIHAHCOBOTO PO3CIIiyBaHHS, EKOHOMIYHA Oe3meKa.

®opmy: 0; puc.: 2; Tabmn.: 1; 6i61.: 14.

Introduction. In an open economy, an important element of stability and efficiency of
financial and economic activity of enterprises is their economic security. In the course of financial
and economic activities, very often companies are faced with various types of fraud, including:
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financial fraud, employee misconduct, fraud and other risks that diminish the financial result.
According to the Prosecutor General's Office of Ukraine, the number of criminal offenses in the
financial and credit sector (banking, foreign trade, privatization) committed by organized criminal
groups, the pre-trial investigation of which in 2018 amounted to 175 measures [9]. It is often not
enough to use standard audit techniques to identify the nature of the risk, as fraud is often a pre-
planned and thought-out process that is accompanied by inventive measures to cover it.

In the case of an improper control system, all of the above features can create the basis for
various types of fraud, in particular, allowing employees to distort data when displaying business
transactions and reporting. Therefore, there is a need to introduce new techniques to detect fraud
within the enterprise, and to strengthen the system for detecting and ending financial crimes by
counterparties. Today, organizations, in addition to standard auditing methods, need to use
alternative business protection methods, which include a forensic or forensic-audit.

Problem analysis and problem statement. Financial investigations are the subject of
research by many scientists. For example, Suits et al. [13] investigated the theoretical basics of
forensics, the nature and types of fraud, the stages and basics of the technique of forensics, its basic
methods, as well as practical issues of its conduct. Dubinina et al. [2] pay attention to theoretical
and organizational and methodological principles of forensic audit development in Ukraine.
Horodylov et al. [5] considered the concept of «forensic» in order to introduce the term into
scientific circulation and to properly understand its meaning. Solomina [12] substantiates the ways
of using and implementing the services of forensics in ensuring the economic activity of the
enterprise, determining the priorities of the targeted areas of financial investigations. Particularly,
researches of state financial audit with an opportunity to transform it into forensic were examined
by Deb [1], who allocated corruption risks of accounting and essential influence on the process of
state audit.Semenets [11] proposes to introduce into the accounting theory the concept of «forensic
audit», which should be understood as the process of studying company’s reporting and economic
operations in order to develop measures to respond, manage and prevent fraud on the basis of expert
judgement. Enofeet al. [3] examined the impact of forensic audit on corporate fraud.

The purpose of the article is to study forensics as a promising way to protect business in the
face of global transformation.

Research results. Cybersecurity incidents have begun to occur more frequently and are
regularly covered by news headlines, which is of increasing concern to consumers and business
executives. Despite the close attention that has been drawn in recent years, it is still difficult for
most organizations around the world to grasp and manage emerging cyber risks in an increasingly
complex digital environment. Recognizing that the digital environment is becoming more complex
every day and our dependence on data and networking is growing, the development of cyber-
resilience, a large-scale, devastating, cascading event, has never been so important. Despite the
growing awareness and publicity of the events and consequences of cyberattacks, many companies
are still unprepared for real threats. If the world does not create a real effective cyber defense
system, as early as 2021, the business could suffer $ 6 trillion in cyberattacks [7].

Achieving higher levels of cyber resilience within individual businesses or across society
requires greater effort to identify and manage new risks inherent in current technologies.
Organizations need the proper guidance and procedures for implementing information security
measures that need digital progress. When conducting digital transformation, particular attention
should be paid to protecting the technologies and processes being implemented, and in some cases
incorporating cybersecurity transformation.

Over the past two years, 48% of Ukrainian organizations have suffered from economic
crime and fraud, including through modern information technology. Bribery and corruption (73%)
is a leader among economic crimes that have been plagued by organizations over the past two years.
The top 5 also include: property misappropriation (46%), procurement fraud (33%), personnel
management fraud (33%) and cybercrime (31%). Ukrainian respondents expect bribery and
corruption to be the most significant economic crime for their organizations in the next two years
(Table).
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Table
Types of economic crimes faced by companies during 2017—2019

Ne Indicator UKkraine,% World,%
1 Bribery and corruption 73 25

2 The misappropriation of property 46 45

3 Procurement fraud 33 22

4 Fraud in the field of personnel management 33 12

5 Cyber crime 31 31

6 Violation of intellectual property rights 25 7

7 Tax fraud 23 5

8 Money laundering 21 9

9 Unfair competition 19 7

10 | Consumer fraud 17 29

11 | Unethical professional behavior 17 28

12 | Falsification of financial statements 13 20

13 | Insidertrading 8 8

Source: compiled by authors based on PwC [10].

31% of respondents said that their organization suffered the most significant fraud cases in
excess of $ 100,000. 12% of them reported losses within from $ 1 million USA to $ 50 million USA.
The consequences of fraud are not just financial. Ukrainian organizations point out that their
reputation / brand (50%), relations with business partners (42%) and interaction with regulators (38%)
were the most affected by economic crimes and fraud. 58% of Ukrainian organizations noted a
decline in professional ethics and employee behavior as a result of the most significant fraud cases.

The survey found a significant increase in cases of fraud in Ukrainian organizations
committed by employees (from 28% in 2016 to 56% in 2018), among which the share of fraud
committed by senior management also increased significantly (from 27% in 2016 to 55% in 2018
year). Also, Ukrainian respondents indicated that 67% of third-party fraudsters are individuals and
entities close to the organization: agents, suppliers and customers. Despite the increasing cost of
combating economic crime and fraud, many Ukrainian organizations are not yet engaged in fraud
prevention, but only respond or defend themselves when fraud is committed. Only 40% of
organizations surveyed in Ukraine have conducted an overall fraud risk assessment in the last two
years. One in five organizations (17%) did not carry out a risk assessment at all for two years. The
proportion of organizations in Ukraine that responded with an official professional ethics and
compliance program has decreased from 75% to 59% [9].

We surveyed 20 companies in the open sector of the economy, interviewed their managers
and obtained the following response structure (Figs. / and 2).

Surveys of open sector companies

80
70
60
50
40
30
20
10

%

organizations fraud committed  bribery and  fraud detected by
affected by by employees of corruption are the accident
economic crime  organizations  most significant
and fraud economic crimes

Fig. 1. Investigation of economic crimes and fraud
Source: compiled by authors.
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48% of organizations have suffered from economic crime and fraud in the last
two years

) 56% of all fraud cases were committed by employees of organizations

73% of respondents mentioned bribery and corruption as the most
significant economic crime

) 14% of fraud cases were detected by accident

Fig. 2. Results of a survey of Ukrainian organizations on fraud detection
Source: compiled by authors.

The results of financial investigations show that employees steal in almost all companies,
the issue is only the amount of damage inflicted. In 90% of cases, owners know who and what they
are stealing and can sometimes even name an estimated percentage of losses due to misconduct by
managers. The owners do not want to punish the guilty for at least two reasons.

First, for many owners, finding a new manager is no less stressful than exposing the
perpetrators of fraud. Therefore, most simply maintain their personal comfort by letting their top
managers steal.

Secondly, most companies simply do not have the human or infrastructure resources to
identify the investigation, consolidate all fraud within the company. They lack adequate internal
audit and financial control services, no regulations on economic, financial, information and legal
security. Companies often simply have no one to do internal investigations, often the security
service does not want to expose the fraud of its CEO or CFO.

In the world practice, such method of business protection as forensic is gaining increasing
popularity, which calls for in-depth research for the needs of the Ukrainian market. First of all, it
should be noted that today foreign companies are actively using independent economic
investigations as an indispensable tool for the company's activity. European and American
companies have long understood that it is better to spend money to secure yourself, to choose a
truly reliable partner than to then suffer millions of losses.

The use of forensics is very important in the implementation of large transactions, the
conclusion of large contracts and agreements of mergers and acquisitions. Using an external
economic inquiry allows you to both verify your own counterparty data and obtain information that
allows management and founders to make a profitable decision about a particular counterparty.

The term forensic originates from the twentieth century in the United States. This notion
emerged when former FBI, CIA, and NSA employees quit their jobs and began to merge and form
companies that provide security services in corporate conflicts. Forensic in the west works closely
with law enforcement agencies, conducts expertise and investigation.

In order to define the functions and purpose of the forensic, you must first define this
concept. Broadly speaking, forensic means activities aimed at identifying, analyzing and regulating
situations where there are contradictions in the commercial, financial, legal and other matters
between the parties (contractors, employer company and employees, etc.), including significant
economic risks, or where the actions of employees or organizations do not comply with the
legislative or other regulations, principles and standards [4].

Forensic is a comprehensive study of a company's financial and business activities aimed at
exposing fraudulent or malicious acts by employees at all levels or third parties, counterparties [14].
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Under the forensic, both the science and the art of conducting investigations are examined,
as well as the prevention of fraudulent acts by «criminals», to which often the managers of large
companies [6].

It should be emphasized that forensic helps to identify potential problems through legal and
financial audits. It is aimed at analyzing both the internal and external environment of the company
— analysis of related persons, personal dynamics of the financial status of the top manager.

Forensic helps you identify potential risks at the time of contracting, investing, acquiring
new companies, and recovering money in the event of fraud. It can be used for different purposes,
for example:

e calculation of contract losses or breach of contract;

e breach of warranty obligations;

e possible disputes;

e the presence of bankruptcy risk or reorganization;

e business evaluation.

In addition, through the use of forensic companies can:

e to develop computer systems of own security;

e obtain an understanding of the counterparty's financial activities and obtain evidence of

fraud that may be used in court;

e obtain independent expert evaluation of the documentation;

e use the data of the independent expert examination in foreign litigation, and the expert

conducting the investigation may participate as an expert witness.

In order to better understand how forensic works, we suggest examining methods that can be
used to investigate. These include:

e cvaluation of open and closed access documentation;

e cvaluation of the company's counterparties;

e expertise of litigation of counterparties and the presence of debt to counterparties, staff,

tax liabilities;

e the existence of disputes related to the legalization of illegal income, subsidiaries and

subsidiaries located abroad, including in offshore zones;

e the existence of contractual obligations and significant accounts payable.

The algorithm for conducting a forensic investigation may different depending on the
purpose for which it is conducted, the industry in which the company operates, and so on. Here is
an example of a standard algorithm for investigating:

e assessment of the causes of risks for the company;
evaluation of the financial statements;
evaluation of audit findings over the past years and identified violations;
assessment of payables and receivables;
evaluation of the company's profitability, liquidity, financial stability;
availability of arrears of taxes and fees, acts of reconciliation of settlements, arrears of
payments with staff, accounts payable;
analysis of the structure of the company and the presence of risks related to money
laundering;

e litigation and analysis of positive and negative practices;

e the presence of counterparties of «one-day firmsy.

In addition to the above, in order to protect the business by forensics can be carried out:

e interviews with employees and management of the enterprise;

e a mass check of counterparties and the identification of conflicts of interest and hidden

relationships;

e analysis of large arrays of electronic data.

Summarizing the research, it should be noted that among the common causes of risk for a
company can be called a weak corporate culture: an expanded IT system; the absence or non-
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implementation of certain procedures for hiring personnel; outsourcing of key functions to
outsourcing companies without proper control over their execution; absence of the concept of
«financially responsible person»; poor physical security; lack or excess of internal policies and
procedures; the problem of company growth: the processes do not keep up with the business; lack
of analytical data; lack of management accounting; a system of motivation that does not correspond
to the realities of business, etc.

It should be noted that the forensic service for the economic entity ends with the reporting
stage. Experts of financial investigation on the results of the work performed must document all the
actions that were taken in the process of providing services, as well as the results of these processes
and the recommendations made [8].

All the reports prepared during the investigation, the necessary documentation on paper, the
evidence of fraud, as well as the recommendations made are stitched together in one case, and the
sheets are numbered. Specialists are required to submit accounting documents to management as
they complete a certain phase of forensics. They need to provide a list of possible reporting
documents:

e interview report;
report on analytical procedures;
report on the results of database analysis;
report on established facts of fraud with evidence;
generalization of detailed material on fraud risks and their magnitude;
list of weaknesses in internal control of processes and results;
possible fraud scenarios and schemes;
recommendations on risk management system;
e reports containing other recommendations.

Increasing of the effectiveness of the use of specialized audit, analytical, legal and
knowledge in the field of modern information technology in financial investigations should occur in
the direction of consistency, the tasks assigned to the forensic expert, the timely use of audit and
analytical procedures to obtain evidence, where necessary the use evidence with people who are
involved in the financial investigation of the tasks, techniques and results of the expert activities.

Conclusions. Therefore, in terms of increasing fraud and consequences for businesses, the
involvement of forensics specialists is urgent. Today this procedure is more widespread in foreign
countries, in Ukraine forensic is a new procedure and its representatives are actively involved in the
Big Four. The forensic audit system in the Western countries is rapidly evolving with the use of
computer technology. Forensic helps to identify fraudulent inside the company, corruption cases
and other misconduct. Also identify sources of unauthorized activity. It is not necessary to send it to
the supervisory authorities, but to the company itself, which wants to understand what's going on
inside. Therefore, the forensic mechanism should always be applied at a time when business
owners: doubt the important decision; there is a leak of commercial information; mechanisms for
work with suppliers have not been established; a major agreement is envisaged.
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